


COCO PROJECT


� INTEGRER Word.Picture.6  ���




















EDI LINK WORK PACKAGE 





TECHNICAL COMMUNICATION GUIDE



































ID. DOCUMENT�
DL1.1-2�
�
EDITION�
1�
�
DATE�
25/02/97�
�
�
�
TABLE OF CONTENTS	PAGE


� INDHOLD \o "1-2" �1. MANAGEMENT SUMMARY�	� GÅTILKNAP _Toc381521830  � SIDEHENVIS _Toc381521830 �1��


1.1. THE TECHNICAL COMMUNICATIONS GUIDE	� GÅTILKNAP _Toc381521831  � SIDEHENVIS _Toc381521831 �1��


1.2. COCO - THE CONTEXT	� GÅTILKNAP _Toc381521832  � SIDEHENVIS _Toc381521832 �1��


1.3. IMPORTANCE OF STANDARDISATION	� GÅTILKNAP _Toc381521833  � SIDEHENVIS _Toc381521833 �2��


1.4. OVERVIEW OF DOCUMENT CONTENT	� GÅTILKNAP _Toc381521834  � SIDEHENVIS _Toc381521834 �3��


1.5. HOW TO USE THIS DOCUMENT	� GÅTILKNAP _Toc381521835  � SIDEHENVIS _Toc381521835 �6��


2. �INTEGRER MSDraw   \* FLETFORMAT���THE X.400 MESSAGE HANDLING SYSTEM �	� GÅTILKNAP _Toc381521836  � SIDEHENVIS _Toc381521836 �8��


2.1. CCITT RECOMMENDATIONS VERSUS ISO STANDARDS	� GÅTILKNAP _Toc381521837  � SIDEHENVIS _Toc381521837 �8��


2.2. MHS STANDARDS - A HISTORY	� GÅTILKNAP _Toc381521838  � SIDEHENVIS _Toc381521838 �8��


2.3. CONCEPTS, COMPONENTS & TOPOLOGY�	� GÅTILKNAP _Toc381521839  � SIDEHENVIS _Toc381521839 �11��


2.4. BASIC X.400 FUNCTIONALITY �	� GÅTILKNAP _Toc381521840  � SIDEHENVIS _Toc381521840 �14��


2.5. TECHNICAL PROFILES �	� GÅTILKNAP _Toc381521841  � SIDEHENVIS _Toc381521841 �15��


2.6. INTEROPERABILITY TESTING �	� GÅTILKNAP _Toc381521842  � SIDEHENVIS _Toc381521842 �18��


3. �THE GLOBAL COMMUNICATIONS MEDIUM �	� GÅTILKNAP _Toc381521843  � SIDEHENVIS _Toc381521843 �21��


3.1. IMPORTANCE OF STANDARDISATION	� GÅTILKNAP _Toc381521844  � SIDEHENVIS _Toc381521844 �21��


3.2. THE GLOBAL PUBLIC SERVICE PROVIDER - ADMD �	� GÅTILKNAP _Toc381521845  � SIDEHENVIS _Toc381521845 �21��


3.3. THE PRIVATE MANAGEMENT DOMAIN - PRMD �	� GÅTILKNAP _Toc381521846  � SIDEHENVIS _Toc381521846 �23��


3.4. GLOBAL NETWORKS - KEEPING UP TO DATE �	� GÅTILKNAP _Toc381521847  � SIDEHENVIS _Toc381521847 �24��


4. X.400 AND OTHER MESSAGE SERVICES �	� GÅTILKNAP _Toc381521848  � SIDEHENVIS _Toc381521848 �25��


4.1. THE INTERNET GATEWAY	� GÅTILKNAP _Toc381521849  � SIDEHENVIS _Toc381521849 �25��


4.2. PROPRIETARY GATEWAYS �	� GÅTILKNAP _Toc381521850  � SIDEHENVIS _Toc381521850 �27��


5. X.400 & ELECTRONIC DATA INTERCHANGE (EDI) �	� GÅTILKNAP _Toc381521851  � SIDEHENVIS _Toc381521851 �29��


5.1. THE X.435 (EDI USER AGENT) RECOMMENDATION	� GÅTILKNAP _Toc381521852  � SIDEHENVIS _Toc381521852 �29��


5.2. PRAGMATIC APPROACHES TO X.400 & EDI	� GÅTILKNAP _Toc381521853  � SIDEHENVIS _Toc381521853 �29��


6. �X.500 - THE GLOBAL DIRECTORY	� GÅTILKNAP _Toc381521854  � SIDEHENVIS _Toc381521854 �31��


6.1. INTRODUCTION �	� GÅTILKNAP _Toc381521855  � SIDEHENVIS _Toc381521855 �31��


6.2 X.500 BASIC CONCEPTS �	� GÅTILKNAP _Toc381521856  � SIDEHENVIS _Toc381521856 �31��


6.3 THE DIRECTORY MODEL �	� GÅTILKNAP _Toc381521857  � SIDEHENVIS _Toc381521857 �31��


6.4 THE INFORMATION MODEL �	� GÅTILKNAP _Toc381521858  � SIDEHENVIS _Toc381521858 �32��


6.5 SERVICE ASPECTS OF X.500 �	� GÅTILKNAP _Toc381521859  � SIDEHENVIS _Toc381521859 �33��


6.6 MULTI-VENDOR DSA PRODUCTS �	� GÅTILKNAP _Toc381521860  � SIDEHENVIS _Toc381521860 �35��


6.7. SECURITY ISSUES �	� GÅTILKNAP _Toc381521861  � SIDEHENVIS _Toc381521861 �38��


6.8. APPLICATIONS  �	� GÅTILKNAP _Toc381521862  � SIDEHENVIS _Toc381521862 �39��


6.9. A PRAGMATIC SOLUTION FOR DIRECTORIES  �	� GÅTILKNAP _Toc381521863  � SIDEHENVIS _Toc381521863 �39��


6.10. REFERENCES	� GÅTILKNAP _Toc381521864  � SIDEHENVIS _Toc381521864 �40��


7. �DESCRIBING A NETWORKING SOLUTION �	� GÅTILKNAP _Toc381521865  � SIDEHENVIS _Toc381521865 �42��


7.1. PRACTICAL GUIDANCE	� GÅTILKNAP _Toc381521866  � SIDEHENVIS _Toc381521866 �42��


7.2. THE TEMPLATE	� GÅTILKNAP _Toc381521867  � SIDEHENVIS _Toc381521867 �42��


7.3. SYMBOLS	� GÅTILKNAP _Toc381521868  � SIDEHENVIS _Toc381521868 �43��


7.4. EXAMPLE ILLUSTRATED SOLUTION	� GÅTILKNAP _Toc381521869  � SIDEHENVIS _Toc381521869 �44��


GLOSSARY OF TERMS	� GÅTILKNAP _Toc381521870  � SIDEHENVIS _Toc381521870 �49��


APPENDIX A  CHART OF ORGANISATIONAL RELATIONSHIPS	� GÅTILKNAP _Toc381521871  � SIDEHENVIS _Toc381521871 �55��


� �
�AUTONUMNIV�	Management Summary�


�AUTONUMNIV�	The Technical CommunicationS Guide


This chapter is provided as part of the CoCo Regional Health Care Data Network documentation suite. As a Technical Communications Guide it seeks to inform and direct the reader on a number of technical aspects of electronic messaging and data communication networks relevant to the development of Regional Health Care Data Networks as envisaged and promoted by the CoCo Project.


This management summary offers a brief background to the CoCo Project and a detailed summary of the main content of the Technical Communications Guide.


�AUTONUMNIV�	CoCo - The Context


Modern health care services are characterised by a high level of specialisation and division of labour, which makes it possible to apply advances techniques and specialised functions provided by home care, consultants, laboratories, etc. The patient requires a coherent service with well informed health care professionals. All this cannot be achieved without up-to-date information and relevant knowledge.


�AUTONUMNIV�	The Missing Link


The main method of communication used in the health services today is still paper output and mail; this is both inefficient and expensive. On average each hour of consultation with a general practitioner (GP) results in more than one message to another part of the health care sector. This generates a large flow of routine messages, such as prescriptions, referrals, requisitions, discharges letters and laboratory results. In the Netherlands 300 million messages are exchanged annually. When adding to this the reimbursement communications (which represent about one-third of medical data) the total number of messages exceeds the amount of communication in, for example, the financial sector. The European communications standards are indispensable for the development of a European market for IT systems in the health care sector.


�AUTONUMNIV�	CoCo - Co-ordination and Continuity in Health Care 


The CoCo project addresses the challenges of the fragmented health care sector by offering widespread use of telematic services and re-engineering of the work processes. CoCo establishes regional networks between the most important parts of the health care sector using existing technology, common EDIFACT standards and electronic ‘store and forward’ mailbox techniques.


�AUTONUMNIV�	Importance of Standardisation


�AUTONUMNIV�	Health Care Market and Standardisation


Currently, the market for health IT systems is typically national. If the construction of health care networks is based on different local and national standards it will have a restrictive influence on the European standardisation process. Given the strong competition from the USA, this may be an important strategic problem for future European development in this area.


�AUTONUMNIV�	Standardisation and the Growth of Electronic Messaging


The universal acceptance and significant growth of electronic mail on the global Internet can be largely attributed to:


�SYMBOL 183 \f "Symbol" \s 11 \h�	A common email & network standard offering truly global access


�SYMBOL 183 \f "Symbol" \s 11 \h�	Relatively low cost of access for all types of users


�SYMBOL 183 \f "Symbol" \s 11 \h�	Growth of commercial service access providers.


The standardisation of network application services (in this case email and electronic messaging in general) and network protocols are significant in the proliferation of global network services. Where standards are sparse and systems are disparate, critical mass for effective and productive use of user is expensive and difficult to reach.


As standardisation filters through to more and more areas of computing and networking, the accessible pool of users dramatically increases resulting in productive use and benefits realisation, which in turn escalates the process of growth.


International standards based X.400 electronic messaging services are universally available and interconnected on a world-wide basis to each other and with similar services. Native X.400 products are available and many proprietary electronic messaging products are capable of interfacing with X.400 and Internet services.


The adoption of international standards for Electronic Data Interchange (EDI) like UN EDIFACT ensures that we maintain the message encoding standards to the next level. However, this is still not enough. The standardisation of the Healthcare messages themselves (encoded in EDIFACT) is the ultimate goal. At this higher level, medical practitioners will be able to decode and comprehend the meaning of the specific clinical message irrespective of where it was generated.


Application of all of these standards to clinical and administrative electronic messaging and networks within health services across Europe promises to revolutionise the everyday communications between all disciplines with the health care fraternity.


CoCo supports the standardisation process by using the emerging European CEN standards in large-scale verification, and by giving input to newly developed standards for home care communications.


�AUTONUMNIV�	COCO Technology


The most essential part of the integration technology comprises a regional mailbox system and a standardised interface integrated in the individual IT systems already used in the region.


The mailbox system is the hub of the information system. It works in the same way as the routine email system. From the mailbox, each participant (physician, laboratory, hospital) receives their personal mail, and from the same mailbox messages are sent to other parties. The mailbox system operates 24 hours a day, even if the recipient’s computer system is not active. The mailbox system is highly suited to standardisation and is based on the X.400 store and forward Message Handling System standards.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	Overview of document content


This chapter is provided as part of the CoCo Regional Health Care Data Network documentation suite. As a Technical Communications Guide it seeks to educate, inform and direct the reader on a number of technical aspects of electronic messaging and data communication networks relevant to the development of Regional Health Care Data Networks as envisaged and promoted by the CoCo Project. Some historical information on the development and standardisation of electronic messaging is included in the expectation that the reader’s interest will be enhanced.


Thus, each of the sub-sections below provide an overview of the main sections within the chapter, beginning with an explanation of the purpose and relevance of the subject matter to the application of electronic messaging within Regional Health Care Data Networks. It is assumed that this Technical Communications Guide will be available by request for distribution to “Regional Health Care Network” participants throughout the European Community.


�AUTONUMNIV�	Section 2: The X.400 Message Handling System


If electronic messages are to be successfully exchanged and understood, across national and international boundaries, between one manufacturers computer system and another, between one network and another, independent of the means employed to carry the messages safely to their destinations, there must be agreement upon a set of standards which will permit this to be so. X.400 and its associated open systems networking standards (including Internet standards) provide the essential elements for the provision of a common electronic messaging system. Such a common system is necessary for the success of the CoCo Regional Health Care Data Network for universal Health Care messaging!


It is, therefore, important for the reader to understand the concepts, purpose and various elements of the X.400 MHS. It is also important to realise the practical limitations that may be encountered when setting up and testing X.400 systems.


Section 2 of this Technical Communications Guide begins by covering some of the history of Message Handling System's (MHS) standards development to provide an insight into the progression from 1984 X.400 MHS standards to the 1988 and 1992 versions and issues arising from standards implementation.


It goes on to look at the concepts and components of X.400 and touches upon the pragmatic use of TCP/IP within the International Standards Organisation’s Open Systems Interconnection (OSI) architecture, and upon which X.400 MHS is built.


Next a summary of basic X.400 functionality is presented followed by an explanation of technical profiles used in implementation of standards within commercial products. This includes the area of open systems products procurement within government bodies and the rise of specific profiles to guide suppliers and procurers in this somewhat difficult task.


The need for interoperability testing of products is addressed together with a little background history and a description of those organisations involved.


�AUTONUMNIV�	Section 3: The Global Communications Medium


A major challenge to the cost effective exchange of electronic messages on a local, national, international or even global scale is the cost of setting up physical networks to interconnect the computer systems processing and routing the messages. While the challenge is smaller for locally connected networks the investment required to develop wider networks with common standards is nothing less than daunting. In practice this challenge is taken up by commercial interests and take the form of network and messaging Public and Private Service Providers. The economies of scale and world-wide standardised connectivity, achieved in this way, is only second to that of the international voice telephone service. It is by the use of Service Providers that the benefits of electronic messaging over long distances and between global communities can be realised, and not least within the context of the CoCo Project, which by definition must reach beyond just local communities to meet Regional Health Care needs.


Section 3 of this Technical Communications Guide deals with the practical development of global MHS services leading to an integrated electronic message service almost akin to the world-wide Postal Service. The section discusses the role of the Public Service Provider, the private messaging network and illustrates the interconnectivity between each of them.


Reference is made to the UK National Health Service Messaging Network which can be compared with a large commercial company network in terms of size and global reach.


�AUTONUMNIV�	Section 4: Interfacing X.400 To Other Message Services


While X.400 MHS is the agreed means of achieving Regional Health Care messaging benefits, it is understood that there are significant electronic messaging communities that interact and do business with Health Care Services, but that are connected to electronic messaging networks using standards other than X.400.


In recognition of this fact, Section 4 of this Technical Communications Guide provides information about how standardised exchange of messages can nevertheless be achieved with non- X.400 compliant networks. It addresses some of the issues related to interconnection and interfacing X.400 MHS to other messaging services and gives examples of address translation between X.400, The Internet and some well-known proprietary gateways.


�AUTONUMNIV�	Section 5: X.400 & Electronic Data Interchange (EDI)


CoCo Regional Health Care electronic messages are to be encoded using the UN standard for EDI - EDIFACT. The corresponding standard for carrying the structured Health Care message safely to its destination is X.400. However, how is the EDIFACT message to be recognised and carried by the comprehensive X.400 messaging system? For a number of technical and administrative reasons this aspect of the process had to be carefully thought through, and pragmatic solutions arrived at, to ensure the successful carriage and delivery of EDI messages to their corresponding receiving application processes.


Section 5 of this Technical Communications Guide looks at the use of X.400 MHS for exchanging Electronic Data Interchange formatted (EDI structured) messages. The section covers the variety of approaches that have been used in the absence of X.435 standards for dedicated EDI message content type support within X.400 products.


�AUTONUMNIV�	Section 6: X.500 - The Global Directory Service


A key requirement of any electronic messaging service is the ability to find and address the intended recipient or receiving application process in a natural, easy and user friendly way as is the case with the postal service. Remember, if you haven’t got the address you can’t send the message! However, neither the standards to store, retrieve and distribute (replicated) electronic addresses or their practical product implementations are particularly mature. Nevertheless, the subject is of prime importance to the development of a Regional Health Care Network and the reader should be aware of the standards, possibilities and pragmatic approaches.


Section 6 of this Technical Communications Guide looks at the development, structure and use of the emerging X.500 Directory standard and products. It also briefly covers a pragmatic approach to the problem of under-developed under-integrated X.500 compliant products.


�AUTONUMNIV�	Section 7: Describing A Networking Solution


It is always helpful to have guidelines and templates when developing a solution for any problem, which can help avoid overlooking any particular element of the project.


Section 7 of this Technical Communications Guide provides practical guidance and a useful 'template' for describing a typical electronic messaging network solution in the context of the Regional Health Care Network.


�AUTONUMNIV�	Glossary of Terms


This Glossary Section provides a comprehensive glossary of terms and abbreviations is provided to assist the reader.


�AUTONUMNIV�	Appendices


This Appendices Section provides some useful reference information relevant to the global electronic messaging community.


�SYMBOL 70 \f "Wingdings" \s 14 \h�	Appendix A provides a chart of organisations mentioned throughout the chapter and points out relationships where they exist.


�AUTONUMNIV�	How to use this document


This chapter contains information at a number of different levels of interest. To assist the reader in reaching the type of information most suited to them, each Section has been broadly classified as follows:


�Management & Users


�Administrators & Technicians


It is assumed that the classifications will be read progressively, with all classifications applicable to the �reader.





�
�AUTONUMNIV�	�INTEGRER MSDraw   \* FLETFORMAT���The X.400 Message Handling System �


The X.400 message handling system provides a standard way of exchanging electronic messages over a store and forward network. It, like the Simple Mail Transfer Protocol (SMTP) familiar to users of the Internet, promises truly global interoperation between messaging applications. X.400 combined with SMTP on the Internet has virtually achieved that objective today!


Standardisation work for Message Handling Systems began around 1980 within the Consultative Committee for International Telecommunications and Telegraphs (CCITT - formerly a subcommittee of the International Telecommunications Union, and now known as ITU-T), the European Computer Manufacturers Association (ECMA) and the International Standards Organisations (ISO), three leading proponents of standardisation.


These three organisations came to the task of standards making from rather different standpoints which substantially affected the scope of the work in each organisation.


�AUTONUMNIV�	CCITT Recommendations versus ISO Standards


The CCITT, being a part of the ITU, traditionally a 'club' for the European PTTs, imparted a particularly regulatory flavour to the message handling solution. In a number of ways the CCITT solution reflects the particular interests of the CCITT members as service providers.


On the other hand, the ISO approach considered the regulatory aspects found in the CCITT recommendation, such as domains, naming and routing, to be outside the scope of an International Standard.


Whereas, the CCITT Recommendations are more or less binding for Administrative Domains, the ISO documents take on a more tutorial and informative nature.


The ECMA work would in all probability have reflected a consensus view among the industry players represented.


�AUTONUMNIV�	MHs standards - A history


�AUTONUMNIV�	The ISO Model for Open Systems Interconnection (OSI)


The famous seven layer ISO model for Open Systems Interconnection (OSI), first published in 1978, formed the basis for developing international standard methods of exchanging information between disparate computer systems. Heretofore, communication protocols had been proprietary with 'standardisation' being typically confined to the emergence of so-called 'Industry Standards'. This usually occurs where a particular proprietary solution gains market dominance, eg IBM protocols like 2780, 3780, SNA and Microsoft DOS and Windows today.


The other area of 'standardisation' which has grown is where software was in the public domain and widely used because of it. The best example of which are the TCP/IP protocols, which many today believe have overtaken the development of popular use and expectations attributed to equivalent OSI protocols.


The following diagram is offered as a reminder of the OSI model and provides an approximate side by side comparison with TCP/IP.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	CCITT X.400(1984) Recommendation


As it turned out the CCITT was first to publish a complete solution in 1984, known as the X.400 series of Recommendations. ECMA published its Distributed Application for Message Interchange (MIDA) standard also in 1984 and was functionally close to the CCITT solution.


The X.400(84) Recommendation was based on a partial OSI communications protocol stack since the standards for the Presentation and Application layers had not been completed. 


The following diagram provides an insight into the structure of the X.400(84) Recommendation solution:


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	ISO Message Oriented Text Interchange System (MOTIS)


The International Standards Organisation (ISO) produced its draft solution for a message handling system, known as the Message Oriented Text Interchange System (MOTIS), which turned out significantly different to the CCITT X.400 Recommendations.


�AUTONUMNIV�	Alignment of CCITT X.400(1988) & ISO MOTIS


In 1986 CCITT and ISO agreed to harmonise their respective solutions. This resulted in MOTIS being developing in co-operation with CCITT with the objective of achieving full alignment of the two solutions by 1988.


This action resulted in significant changes to the structure of the solution following the completion of the standards for the underlying OSI protocols, and added new functionality.


The following diagram provides a insight into the structure of the X.400(88) solution and includes the X.400(84) mode of operation which was included for backward compatibility:


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	Base Standards & Functional Profiles


As the various OSI layered standards developed it was realised that the number of options offered created potential pitfalls for implementors which could lead to the failure of products to interoperate due to inconsistent support of optional features. In an attempt to eliminate this serious problem it was decided to develop implementation profiles which would have the effect of narrowing down options and provide agreements on a common stack of OSI protocols.


The National Bureau of Standards (NBS) in the USA kicked off with its Implementors Workshops producing OSI Implementors Agreements. Following on from this first profiles initiative, was the work of the Standards Promotion and Application Group (SPAG) and CEN/CENELEC both in Europe. The profiles coming out of these groups were known as functional standards. Japan followed with its Promoting Conference on OSI (POSI).


It was soon apparent that there needed to be an international co-ordinating body to ensure that different 'regional' profiles did not in themselves create a new barrier to the goal of global interoperability. This group was formed in 1987 within ISO/IEC as the Special Group for Functional Standardisation (JTC1). This group was able to register the regional profiles as International Standardised Profiles (ISP). From this point on a distinction was drawn between base standards, coming out of CCITT and ISO, and functional standards to guide implementors towards fully interoperable products.


Functional profiles work for MHS was begun first by SPAG, followed by CEN/CENELEC based on the ISO MOTIS drafts and CEPT on the CCITT X.400 1984 Recommendations.


�AUTONUMNIV�	Concepts, Components & topology�


�AUTONUMNIV�	The Store & Forward Concept


Within an X.400 network there are a number of components which make up the Message Transfer Service (MTS). In effect, electronic messages are submitted on behalf of the originating user to the MTS and forwarded by means of one or more intermediate message transfer computer systems to the intended recipient. At each stage in the forwarding process messages are very temporarily stored and forwarded to the next message transfer computer system on the journey to the final destination.


Message transfer computer systems can be assisted by the use of a Message Store which permits the more permanent storage of messages arriving at their final destination. Without a message store, messages not able to be delivered to the recipient 'user agent' would be returned undelivered by the X.400 MTS. The X.400(1988) Recommendation implemented the concept of the Message Store within X.400. In practice, gateway products based on the X.400(1984) tended to have message stores within the proprietary domain.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The Administrative Management Domain (ADMD)


The ADMD represents a public or private service domain providing X.400 message forwarding and message storage services. Originally, this would have been the community of the CCITT in Europe and other service providers world-wide. Today, since the inception of widespread deregulation within the telecommunications service provider community, many public and private companies are able to offer telecommunications and therefore X.400 network services.


World-wide there are many X.400 service providers, the majority of whom are interconnected such as to appear adjacent to each other. Practically, this means that users of one ADMD network can exchange messages with users of any other ADMD network. Furthermore, because many non-standard electronic messaging networks are connected as PRMDs (see below) to particular ADMDs it is possible to exchange messages between disparate messaging networks via X.400. Since most non-standard messaging networks and X.400 ADMDs are also connected to the Internet, it is possible (in some cases with appropriate address mapping and content restrictions) to exchange messages with virtually any electronic messaging user world-wide.


�AUTONUMNIV�	The Private Management Domain (PRMD)


The PRMD defines a private (non-service provider) X.400 message handling network. This could consists of a network of interconnected X.400 MTAs or a non-standard network with a suitable X.400 gateway service, or a combination of both.


CCITT model for X.400 does not permit the direct interconnection of PRMDs, but it can be seen that this was more related to the interests of the CCITT community rather than a technical restriction. The address hierarchy within X.400 (the O/R Name) defines the logical addressing to be based on country, ADMD, PRMD, etc. This assumed country based ADMDs, however today there are many ADMDs with multi-country status and therefore a new multi-country code (MCC) has been agreed to accommodate the changing face of world-wide telecommunications  service provision.


�AUTONUMNIV�	The Message Transfer Agent (MTA)


The X.400 MTA provides the message forwarding (routing) facility and uses a symmetrical protocol (P1) to exchange information with adjacent MTAs.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The User Agent (UA)


The User Agent (UA) submits a message to the MTA on behalf of a user. A user could be a person at a human interface or an application program process. UAs can be physically separate from the MTA or co-resident with it on the same computer platform.


.�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The Remote User Agent (RUA)


The Remote User Agent (RUA) is designed to provide remote access across wide area networks and loosely coupled remote access methods, such as across switched circuits. Again, the Remote User Agent (RUA) submits a message to the MTA on behalf of a user. A user could be a person at a human interface or an application program process. RUAs are usually physically separate from the MTA.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The Communications Stack - OSI vs TCP/IP


The X.400 MHS was designed to operate in the OSI Reference Model context and makes use of the OSI upper layer services. However, as far as the lower layer services are concerned there has been a significant move toward the widespread use of TCP/IP in place of the OSI Transport and Network (CLNS) layer protocols. Consequently, the use of an Internet RFC (Request For Comment) 1006 interface to allow the X.400 MHS to interoperate over OSI Transport Class 0 and TCP/IP has become a standard feature of leading X.400 products. The two communications stacks are illustrated below:


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The Industry Standard Application Programmatic Interface


The Common Messaging Calls (CMC) interface is an API layer defined by the X.400 API Association (XAPIA). It provides similar function call interfaces to Simple MAPI, but has been designed to support cross-platform implementations.


Program calls from mail enabled applications to perform electronic messaging functions such as send and receive mail, directory lookups and resolution are possible. Many leading X.400 products support CMC and MAPI.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	Basic X.400 Functionality �


The following outlines basic functionality and facilities expected within an X.400 MHS system. Where functions require 1988 or 1992 CCITT Recommendations it has been noted.


Electronic message exchanges include:


�SYMBOL 45 \f "Wingdings" \s 11 \h�	Send, Receive, Reply & Forward electronic messages


�SYMBOL 45 \f "Wingdings" \s 11 \h�	Send, Receive & Request Message Delivery Notifications


�SYMBOL 45 \f "Wingdings" \s 11 \h�	Send, Receive & Request Message Receipt Notifications


�SYMBOL 45 \f "Wingdings" \s 11 \h�	Send, Receive & Request Message Receipt Notifications at a Remote User Agent accessing a Message Store (1988)


Addressing electronic messages include:


�SYMBOL 38 \f "Wingdings" \s 11 \h�	Access to an indexed X.500 or proprietary directory structure


�SYMBOL 38 \f "Wingdings" \s 11 \h�	Direct mapping of X.400 addresses to proprietary email addresses


�SYMBOL 38 \f "Wingdings" \s 11 \h�	Automatic synchronisation of directory entries between X.400/Proprietary MTAs across a network


Types of Interpersonal Message (P2/P22) formats that can be exchanged include:


�SYMBOL 51 \f "Wingdings" \s 11 \h�	Textual body parts (IA5, T.61 Teletex, ISO 6937, ISO 8857-1 - character sets)


�SYMBOL 60 \f "Wingdings" \s 11 \h�	Simple binary body parts as an attachment (Body Part 14 - 1984 Recommendation)


�SYMBOL 60 \f "Wingdings" \s 11 \h�	Binary file transfer which includes file attribute information (1992 Recommendation)


�SYMBOL 52 \f "Wingdings" \s 11 \h�	Electronic Data Exchange (EDI) messages either as Interpersonal Messages (P2/P22) or dedicated EDI content types (PEDI)


Exchanges with other electronic messaging network services include:


�SYMBOL 45 \f "Wingdings" \s 11 \h�	The Internet (SMTP mail)


�SYMBOL 45 \f "Wingdings" \s 11 \h�	Many proprietary email gateways (eg MS Mail, cc:Mail, Compuserve)


Access to telematic services from public service providers include:


�SYMBOL 50 \f "Wingdings" \s 11 \h�	Telex Delivery conversion from a textual body part


�SYMBOL 50 \f "Wingdings" \s 11 \h�	Facsimile Delivery conversion from a textual body part


�SYMBOL 43 \f "Wingdings" \s 11 \h�	Physical Delivery (Postal letter) conversion from a textual body part


X.400 addressing schema permits direct or indirect addressing of these services.


�AUTONUMNIV�	Technical Profiles �


There are two types of technical profiles which assist the process from standards development to operational products able to deliver business benefits.


The first group (functional standards or profiles) assist with the implementation of base standards to defined (and narrowed) specifications into products and the second (procurement profiles) perform the dual task of giving direction to the supplier in implementing appropriate product functionality and assistance to the buyer to make appropriate and informed choices during the procurement process.


Similar profile making bodies exist in the different 'theatres' of the world, which can make for divergence of standards and subsequent incompatibilities of produce. However, there are co-ordinating efforts and the ISO International Standardised Profile initiative which has sought to remedy this situation.


�AUTONUMNIV�	CEPT, CEN/CENELEC & European Norms (EN) �


The European Conference of the Telecommunications Administrations (CEPT), which is an established body providing standardisation for European PTTs, produced functional standards to be applied in this instance to the PTT's use of MHS.


The European Committee for Standardisation (CEN) and the European Committee for Electrotechnical Standardisation (CENELEC), have jointly produced functional standards to be applied in this instance to the computer industry product (the user) side of MHS.


Such functional standards (profiles) became official European standards (norms) after being ratified as ENs. ENVs are preliminary standards which eventually progress to full ENs or dropped.


Examples of functional standards applicable to MHS include:


European Public MHS Profile	CEPT A/311


Covers co-resident MTA and UA, relaying MTAs and how ADMDs shall be connected to PRMDs.


European Private MHS Profile	CEN/CENELEC A/3211


Covers co-located MTA and UA, and how PRMDs shall be interconnected.


ENV 41202 is based on A/311, ENV 41201 is based on A/3211.


Since the initial work in the 1980s the function of CEPT and CEN/CENELEC in developing profiles has moved to two newer organisations:


ETSI - European Telecommunications Standards Institute


This organisation, formed from a PTT initiative takes in PTT and Industry requirements.


EWOS - European Workshop for Open Systems


This organisation, formed from an industry initiative along the lines of the US National Bureau of Standards Workshops, again takes in the needs of both Industry and PTT requirements.


�AUTONUMNIV�	International Standard Profile (ISP)


The International Standard (functional) Profiles is an attempt to harmonise all regional profiles. ISPs are intended to progress and be transposed by CEN into ENs. ISPs are now well developed for MHS and are gaining EN status.


�AUTONUMNIV�	Government OSI Procurement Profiles (GOSIP) �


There have developed over a number of years country specific procurement profiles. These have been mainly driven by government agencies to ensure that central and local government procurements of open systems interconnection products would be soundly based on appropriate implementation profiles (functional standards) and to offer advice and guidance to two distinct audiences:


�SYMBOL 67 \f "Wingdings" \s 14 \h�	To Suppliers (Manufacturers)


	Direction and guidance to encourage product development appropriate to government needs and that would ensure future mandatory requirements within procurements could be met.


�SYMBOL 64 \f "Wingdings" \s 14 \h�	To Procurers


	Guidance to assist procurers to properly specify products based on OSI standards and to require suppliers to conform to government requirements. Compliance with GOSIP profiles were to be mandatory requirements for government procurements.


Initially, these profiles were somewhat purest in nature, with content and direction faithfully adhering to OSI Model structures and generally shunning non-OSI protocols and methodologies. However, eventually pragmatism had to prevail with the rise in popularity of TCP/IP. Gradually the profiles evolved to embrace what was required to ensure viable solutions.


Generally, GOSIPs cover profiles on subjects including EDI, document formats, character sets, MHS, FTAM, virtual terminal, directory services, LANs, cabling and OSI management.


The following illustrates leading GOSIP initiatives:


US GOSIP


A leading GOSIP started by the US National Bureau of Standards (NBS, and now known as NIST), which co-operated very closely with the UK GOSIP team. A single fundamental difference between US and UK GOSIP was the difference in preference for Connectionless Transport Service and Connection Oriented Transport Service respectively.


UK GOSIP


A leading GOSIP managed by the Central Computer & Telecommunications Agency (CCTA) an agency of HM Treasury. Influential in assisting the European Commission, initially in partnership with France and Germany, to develop EPHOS (see below). 


Swedish GOSIP (SOSIP)


Encouraged by the UK GOSIP work.


Norwegian GOSIP (NOSIP)


Encouraged by the UK GOSIP work.


�AUTONUMNIV�	European Procurement Handbook for Open Systems (EPHOS) �


The European Procurement Handbook for Open Systems (EPHOS) work, started in 1989, is based on experience already gained in various national programmes (GOSIPs) and reflects the requirements of legislation applicable to the purchasing authority. The EPHOS handbook has been produced co-operatively with member states.


A most important piece of EEC legislation was Decision 87/95/EEC which obliged all public contracting authorities within EU member states to make reference to European or international standards as the basis for exchange of information and data and for systems interoperability when procuring IT systems. In 1994 a new Supplies Directive came into force (93/36/EEC) replacing the earlier Decision.


Thus, the EPHOS handbook was developed to help planners and purchasers in public administrations meet their obligations under Decision 87/95/EEC and the national laws corresponding to those directives.


EPHOS like GOSIP covers such open systems areas as:


EDI, document formats, character sets, MHS, FTAM, virtual terminal, directory services, LANs, cabling and OSI management.


�AUTONUMNIV�	Interoperability testing �


The mere fact that products are built to an international standard does not necessarily ensure that they will be fully compatible or interoperate together in the way expected. OSI was designed to enable computer systems to exchange information using common data communications formats and protocols. This makes the assumption that any standards based application able to use this common communications system will be able to exchange data between those co-operating applications.


In the context of this chapter we would like to assume that two X.400 products (an application service) would be able to exchange electronic messages. It cannot be assumed however, that this is always the case!


Early on it was understood that product developments from different sources may be incompatible in ways which could defeat the objective of standardisation. The rise of functional and procurement profiles (Section 2.5) did much to drive developers towards compatible products and especially so when underpinned by local procurement legislation. Nevertheless, it was still necessary to formalise the testing of products for interoperability as well as for conformance to the standards being implemented as neither guaranteed compliance to the other.


�AUTONUMNIV�	Interoperability Associations �


Although interoperability testing organisations have gradually evolved, there are a number of associated groups which have survived many changes taking place over a considerable number of years.


�INTEGRER MSDraw   \* FLETFORMAT���


EurOSInet, begun around 1984, is a pan-European association of major computer hardware, software and services suppliers, public service providers, consultants, users and government representatives, who are dedicated to promoting the business benefits of Open Systems. They have over the years accomplished this by sponsoring co-operative marketing activity at public exhibitions, with the CEC, government agencies, other open systems bodies, high profile speaking engagements, through the development of technical interoperability profiles and the use of a live global X.400 messaging network.


In addition to its marketing lead image the association's strength has been built on a dedicated technical forum which has pursued many of the issues surrounding the practical interoperability of X.400, FTAM and other OSI subjects. Drawn from the association's member companies, the technical forum has been instrumental in solving many of the interoperability problems that have arisen, through persistent private co-operative testing and public demonstration. Furthermore, it has gradually formalised testing procedures and standards into EurOSInet Interoperability Testing Profiles.


EurOSInet, together with its sister organisations world-wide, have encouraged and promoted global co-operation for interoperability and formed alliances to further this aim. This resulted in global conferences hosted by various sister organisations to further the standardisation of practical interoperability work.


OSInet


OSInet is a sister organisation in the USA and slightly predates EurOSInet. OSInet was inspirational to the formation of EurOSInet in Europe.


INTAPnet


INTAPnet is a sister organisation in Japan which operates under the direction of INTAP, the Interoperability Technology Association for information Processing


OSNET


OSNET is a sister organisation in Singapore encouraged in its development through the global efforts of EurOSInet.


OSIONE


OSIONE is a global umbrella entity which does not exist as a separate organisation except where the sister organisations gather together to discuss global marketing and interoperability issues. The chairman of OSIONE is drawn from the pool of chairman of the sister organisations.





�
�AUTONUMNIV�	�the global communications medium �


�AUTONUMNIV�	Importance of Standardisation


The standardisation on X.400 (and the Internet) protocols for exchanging electronic messages has succeeded, after nearly two decades following the publication of the OSI Reference Model in 1978, in bringing about global electronic interpersonal communications at costs and penetration fast approaching that provided by the public telephone service. Without this drive towards the universal adoption of standard methods for handling electronic messages this would not have been possible.


However, the importance of standardisation goes much further than the message handling system.


The adoption of international standards for Electronic Data Interchange (EDI) like UN EDIFACT ensures that we maintain the message encoding standards to the next level. However, this is still not enough. The standardisation of the Healthcare messages themselves (encoded in EDIFACT) is the ultimate goal. At this higher level, medical practitioners will be able to decode and comprehend the meaning of the specific clinical message irrespective of where it was generated.


Application of all of these standards to clinical and administrative electronic messaging and networks within health services across Europe promises to revolutionise the everyday communications between all disciplines within the health care fraternity.


Nevertheless, for this section we concentrate on the globalisation of messaging networks which ensure the delivery of cost effective Health Care messaging networks irrespective of geographic boundaries


�AUTONUMNIV�	The Global Public Service Provider - ADMD �


�AUTONUMNIV�	Extent of Global Service Provision


There are around the world today well in excess of an hundred X.400 MHS public service providers with new companies regularly joining the growing list. These public service providers are largely run by private companies, although there are still a significant number of public (government) owned post and telecommunications utilities.


The European Electronic Messaging Association (EEMA) maintains an up-to-date database of ADMD technical and commercial interconnections.


The following diagram illustrates a sample of ADMDs in the global context.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	Interconnection of Global Service Providers


The ability of the X.400 messaging user to exchange messages across an ADMD service with an X.400 user of another ADMD service depends on whether there is a technical and commercial network agreement for an adjacent connection between the two providers concerned. The degree of adjacent interconnection agreements of providers varies considerably, generally with those who have been around longest having very comprehensive commercial interconnection agreements with fellow providers.


Normally, commercial ADMD agreements require that they are connected adjacent to one another. If there is no adjacent connection it is not usually possible to exchange messages as illustrated in the following diagram.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	'Closed' ADMD Services


There are also some 'closed' or 'private' administrative management domains which serve closed user groups.


UK National Health Service Network


One such substantial ADMD is the National Health Service Messaging Service in England which has a national X.400 network service provided by two companies, a private consortium called BT Syntegra (ADMD) and Racal Data Network Services (PRMD). These two companies deliver two interconnected private X.400 MHS services known respectively as the NHS Messaging Service (NMS) and Healthlink.


This effectively single service is connected to the global X.400 community via an appropriately secure gateway.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	The Private Management Domain - PRMD �


The Private Management Domain (PRMD) can manifest itself in a number of ways within practical X.400 networks. The most obvious and common would be the private company electronic messaging network connected as a PRMD to local or global ADMD services providing that company with global access to X.400 electronic messaging users including the entire INTERNET community. Other PRMDs could be proprietary email service provider networks belonging to or just connected local or global ADMD services, EDI service providers, government networks, small businesses, health service providers, teleworkers (home or telecottage based), and so on.


�INTEGRER MSDraw   \* FLETFORMAT���


�AUTONUMNIV�	Global Networks - Keeping up to date �


Global Message Network Service Providers and interconnections between them are evolving and being added to on a frequent basis. Because of this growth in service provision it is difficult to keep up to date with the state of global network connections.


�AUTONUMNIV�	European Electronic Messaging Association (EEMA)


EEMA is a body committed to promoting the development and use of electronic messaging throughout industry and commerce. It attracts members from all sectors of business including service providers.


As part of its overall strategy to encourage electronic messaging take-up, EEMA maintains a database and regularly publishes a chart of global message provider connectivity. This connectivity includes X.400 providers, Internet providers and proprietary mail services.


�
�AUTONUMNIV�	X.400 and other Message services �


�AUTONUMNIV�	The Internet Gateway


Interfaces between X.400 and Internet email formats are now well established with all the leading Public X.400 Service Providers offer gateways between X.400 and RFC 822 ('SMTP' - Simple Mail Transfer Protocol) for the transparent exchange of Interpersonal Messages.


�AUTONUMNIV�	Addressing Conventions & Mapping Difficulties


Addressing electronic messages across disparate networks can in some cases become complicated.


Generally, addressing remains relatively straightforward where:


�SYMBOL 67 \f "Wingdings" \s 14 \h�	X.400 MHS users address other X.400 MHS users


�SYMBOL 67 \f "Wingdings" \s 14 \h�	Proprietary MHS users address X.400 users through an X.400 gateway assuming a proprietary directory service that unambiguously identifies the external X.400 recipient


�SYMBOL 67 \f "Wingdings" \s 14 \h�	Proprietary MHS users address Internet users through an SMTP gateway using the recipient's usual SMTP Internet address


�SYMBOL 67 \f "Wingdings" \s 14 \h�	Recipients are replying to a message from an X.400 source or the Internet.


Addressing can become more complicated where:


�SYMBOL 75 \f "Wingdings" \s 14 \h�	X.400 MHS users address proprietary MHS users via a gateway and need to translate the proprietary recipient's address to X.400 O/R Name


eg. An IBMMAIL user called 'John Smith' might need to register a pseudo or alias user name in the IBM Directory to be seen as 'smithj@systemname'. This would then translate to the following X.400 O/R Name: c=country; a=ibmx400; p=ibmmail; s=smith, p=smithj.


�SYMBOL 75 \f "Wingdings" \s 14 \h�	X.400 MHS users address Internet users through an external X.400 service provider's SMTP gateway and need to translate the Internet recipient's address to X.400 O/R Name


eg. There are a number ways of doing this, the simplest being to carry the SMTP address as an X.400 Domain Defined Attribute (DDA) as follows:


	Assuming the recipient's SMTP address is 'john.smith@bigcorp.com', then the equivalent X.400 O/R Name to address the service provider and recipient would be:


	c=country; a=service provider; p=service provider defined; dda=rfc-822:john.smith@bigcorp.com


�SYMBOL 75 \f "Wingdings" \s 14 \h�	Proprietary MHS users address X.400 users through an X.400 gateway which assigns a pseudo address or a number to the recipient


eg. To a user on IBMMAIL an external X.400 recipient called 'John Smith' might look like plain '1234' to the IBMMAIL user, although the directory entry may identify '1234' also as 'John Smith'.


�SYMBOL 75 \f "Wingdings" \s 14 \h�	Internet users address X.400 users through a gateway and need to translate the X.400 recipient's address to an equivalent SMTP address


	eg If the intended recipient's address is given as:


	c=gb; a=gold 400; o=bigcorp uk; s=smith; g=john. An RFC-822 address form to send mail to the intended recipient might be:


	 “/c=gb/a=gold 400/o=bigcorp uk/s=smith/g=john”@gateway.switch


See section 4.1.2. below for a fuller explanation of this mapping.


�SYMBOL 75 \f "Wingdings" \s 14 \h�	Recipients do not quote their electronic messaging address fully or accurately on business cards.


eg. This is not uncommon and can often be difficult to determine whether a useable


�SYMBOL 75 \f "Wingdings" \s 14 \h�	Recipients do not know their electronic messaging address fully or accurately.


�AUTONUMNIV�	X.400-Internet Mail Gateway Tutorial (RFC 1506 Extract)


The following section provides guidance on mapping addresses from X.400 to RFC 822 (SMTP) mail.


There are two kinds of default address mapping from X.400 to RFC 822:


To map a real X.400 address to RFC 822 


To decode an RFC 822 address that was mapped to X.400 (i.e. to reverse the  default RFC 822 > X.400 mapping).


To map a real X.400 address to RFC 822, the conventional ‘slash separated’ notation of the X.400 address is mapped to the RFC 822 ‘localpart’ (before the @ symbol), and the local RFC 822 domain of the gateway that performs the mapping is used as the domain part (after the @ symbol). 


As an example, the gateway 'gw.switch.ch' would perform the following mappings:


X.400 Address: 


c=es; a=mensatex; p=bigcorp; o=bigcorp espana; s=lopez 


maps to...


SMTP Address: /c=es/a=mensatex/p=bigcorp/o=bigcorp espana sa/s=lopez/@gw.switch.ch





Where the X.400 address contains spaces, mandatory “quotes” are required in the ‘localpart’, to avoid violating the syntax rules for the RFC 822 localpart:


X.400 Address: 


c=es; a=mensatex; p=bigcorp; o=bigcorp espana; s=lopez 


maps to...


SMTP Address: “/c=es/a=mensatex/p=bigcorp/o=bigcorp espana sa/s=lopez/”@gw.switch.ch


This default mapping algorithm is generally referred to as 'left-hand-side encoding'.


�AUTONUMNIV�	Proprietary GateWays �


There are many X.400 gateway products on the market to interface proprietary electronic messaging systems to in particular the Public X.400 Service Providers thus enabling open electronic messaging. However, the degree of functionality across the gateway will vary and in most cases elements of proprietary functionality will be lost. In addition, not all X.400 functionality will be implemented and some X.400 service elements will not be mapped to the proprietary domain.


�AUTONUMNIV�	Microsoft Enterprise Exchange Server (Microsoft NT Platform)


This product provides default mapping for any internal Exchange address to Internet and X.400 address forms. The user can modify any of the default generated addresses if they do not match the external address requirement. Mail exchanged between Exchange users and Internet or X.400 users should be transparent to the user.


�AUTONUMNIV�	CSMAIL (Compuserve Proprietary Email Domain)


This service provides address mapping between Compuserve proprietary email addresses, Internet and X.400 service providers. An up-to-date X.400 interconnection list with X.400 ADMDs can be obtained from the European Electronic Messaging Association (EEMA).


Compuserve Proprietary Email Address


The Compuserve internal address consists of two numbers separated by a ‘comma’, eg. 100333,575. The Compuserve Directory will list this mail address as belonging to Stan Woods. The mail address is used in this native number form to exchange email and attachments with other Compuserve users.


The same Compuserve address mapped for Internet users to exchange email with the Compuserve user would be:


100333.575@compuserve.com (note that the comma is changed to a dot)


The same Compuserve address mapped for X.400 users to exchange email with the Compuserve user would be:


c=us; a=compuserve; p=csmail; dda=ID:100333.575


Note the use of the X.400 Domain Defined Attribute (DDA) and the Compuserve private email domain of ‘csmail’, and again the comma is changed to a dot.


�AUTONUMNIV�	IBMX400, IBMMAIL & IBM PROFS


IBMMAIL is a private domain within IBM and its proprietary public service provider offering. IBMX400 is IBM’s world-wide Public Service Provider offering of X.400 ADMD services. PROFS is IBM’s Professional Office System delivering a proprietary email service.


Gateways exist between these domains, but is necessary to know what is required to map to them.


For an external X.400 user to exchange mail with 'John Smith' in the IBM PROFS domain it will be necessary for the X.400 user to know John Smith’s “X.400 Address”.


For John Smith to acquire an X.400 address he might need to register a pseudo or alias user name in the IBM Directory so as to be seen in the directory as 'smithj@systemname' rather than by an alphanumericID@systemname. This puts John Smith in an IBMMAIL context.


This alias would then translate to the following X.400 O/R Name: 


c=country; a=ibmx400; p=ibmmail; s=smith, p=smithj


Note that the alias thus creates a unique ‘givenname’ to be used in conjunction with his surname to construct a valid X.400 address. As IBM is a multicountry service provider c= can equal ‘mcc’.


It should, however, also be noted that the X.400 user who sends a message to an IBM PROFS user will be automatically added into the PROFS Directory as a ID number with name referenced, eg. 6031 Stan Woods. This can lead to confusion if the same X.400 user sends a message from a different or amended X.400 address, as then he will be added a second time but under a different ID number.





�
�AUTONUMNIV�	X.400 & Electronic data Interchange (EDI) �


�AUTONUMNIV�	The X.435 (EDI User Agent) Recommendation


�AUTONUMNIV�	EDI as an X.400 MHS Application and Message Content Type (PEDI)


The CCITT X.435 Recommendation published in June 1990, defines a message handling application and specifies a form of message handling tailored for the exchange of electronic data interchange information, a new message content type and associated procedures known as PEDI. It is designed to meet the requirements of users of UN EDIFACT (ISO 9735) and other commonly used EDI encoding methods.


The main advantages of implementing a PEDI include:


Forwarding of responsibility (the PEDI user agent is responsible for and is aware of  the EDI message)


End to end acknowledgements


Security


The main disadvantages of implementing a PEDI include:


Complexity of implementation


Few actual implementations


�AUTONUMNIV�	Pragmatic Approaches to X.400 & EDI


Since the publication of the X.435 Recommendation there has been little productisation of the standard into X.400 products nor EDI process applications with appropriate interface calls. This has led to other approaches to the problem of exchanging recognisable EDI messages over X.400.


�AUTONUMNIV�	EDI as an Inter-Personal Message Type (P2)


EDI Text Files (IA5 Body Part)


The most common method has been to send EDI encoded messages as P2 Interpersonal Messages (IPM), so long as they are encoded using only Text. EDI messages sent thus have been variously identified to the receiving EDI application by:


�SYMBOL 43 \f "Wingdings" \s 11 \h�	Sending to a specific X.400 address (O/R Name) reserved for the EDI application


�SYMBOL 43 \f "Wingdings" \s 11 \h�	Using the message subject field to indicate that the content is an EDI encoded message, e.g. 'EDI MESSAGE'


�SYMBOL 43 \f "Wingdings" \s 11 \h�	Using the message subject field to indicate that the content is a particular type of EDI encoded message, e.g. 'EDIFACT', 'ASTM1238', 'ASN.1',etc.


EDI Binary Files (Undefined Body Part - Tag 14)


Similarly, an alternative to the IA5 Body Part P2 content, with the additional benefit of supporting binary files, is sending the file as a Tag 14 Body Part, P2 Content.


EDI Binary Files (EDIFACT Binary Encoded)


A recent extension to the UN EDIFACT standard (ISO9735) will allow a binary file to be encoded within the EDIFACT message. This extension to the EDIFACT translator functionality uses UUEncoding (common method of encoding binary files for transportation via TCP/IP's SMTP electronic mail service) to transparently transport the binary file structure. This information is included for the sake of completeness, but is not widely available within existing EDIFACT translator functionality.





�
�AUTONUMNIV�	�X.500 - The Global directory


�AUTONUMNIV�	Introduction �


As the number of people connected to computer networks increases, it becomes more difficult to locate electronic information such as addresses. Therefore, in order to make global communications over computer networks work, a global, electronic directory service is needed. Such a service could also easily contain telephone and  fax numbers, postal addresses and even serve local management purposes. Currently the most suitable technical solution is X.500, an International Telecommunication Union recommendation. 


6.2	X.500 Basic Concepts �


X.500 is a standard for a Directory Service defined by the International Telecommunications Union (ITU). The same standard can also be found published by the ISO/IEC. The latest version of the standard is dated 1993, although most of the current implementations conform to the 1988 version. 


The two versions, 1988 and 1993, differ in several aspects, where the three most important differences can be listed as knowledge references, replication and access control. Interconnection and interworking aspects remain compatible.


6.3	The Directory model �


X.500 is based on a distributed approach to define a global Directory Service. The concept behind it is that local (communication oriented) information belonging to an organisation should be maintained locally, contained in one or more Directory System Agents (DSAs). The local scope has to be applied in a flexible way and it is possible that one DSA keeps information of more than one organisation. Similarly, directory data of one large organisation can reside in multiple DSAs, and still be considered local from a service-provision point of view. 


A DSA is essentially a database in which the information is stored in a structure according to the X.500 information model and with the ability, where needed, to exchange data with other DSAs using the Directory System Protocol (DSP) of the X.500 recommendation set. User access to a DSA is achieved by means of a Directory User Agent (DUA) using a Directory Access Protocol (DAP). One or more DSAs, DUAs and the information contained therein can be seen as a Directory Management Domain (DMD).


� INTEGRER MSDraw  ���


All DSAs in an X.500 Directory Service are structured and interconnected according to a predefined Directory Information Tree (DIT). The DIT is a virtual hierarchical data structure. In a white pages application the tree would consist of root, countries, organisations, individuals or organisational units as illustrated below.
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Each DSA holds part of the global Directory and is able to find out, by means of the DIT structure, which DSA holds a certain part of the Directory. This feature is provided by the so-called  knowledge references.


6.4	The information model �


The X.500 standard defines the information model used in the Directory Service. All information in the Directory is stored in entries, each of which belongs to at least one object class.


The actual information in an entry is determined by its attributes. The object classes to which an entry belongs define which types of attributes an entry may use and hence, what information is peculiar to entries belonging to that object class. The object class person for example, allows attribute types like common name, telephone number, and e-mail address to be used, while the object class organisation allows for attribute types like organisation name and business category. Depending on its type, an attribute can take one or more values. At least one attribute value of the entry is used to specify a name for an entry and the name of an entry must be unique at the level in the sub-tree of the DIT to which the entry belongs.


A sample entry belonging to the object class person is shown in the table below.


Attribute type�
Attribute value�
�
Object Class�
top


person�
�
Common Name�
Jose Mº Olivera 


J.M. Olivera�
�
Surname�
Olivera�
�
Postal Address�
TSAI 


Julián Camarillo 6 


ES 28037 Madrid�
�
Telephone Number�
+34 1 3378064�
�
Facsimile Telephone Number�
+34 1 3378012�
�
Mail�
C=ES/A=400NET/O=TSAI


/S=OLIVERA/G=JOSE MARIA�
�
 


6.5	Service aspects of X.500 �


The standard does not describe how to distribute different parts of the Directory amongst DSAs. Therefore, the information corresponding to a single node of the DIT (i.e. an entry for a country, organisation or person) cannot be distributed over several DSAs. However, the information above and below that node in the DIT can reside on different DSAs. In practice, a large organisation will maintain one or more DSAs that hold its part of the Directory. Smaller organisations might share a DSA with other organisations. The distribution amongst the DSAs is totally transparent to the users of the Directory. 


6.5.1.	Replication 


An indispensable principle in a distributed Directory Service is the notion of replication. If information of one DSA can be replicated in another it reduces access time and improves the quality of service, for example, a DSA may be down, but the information it contains is still available. However, the 1988 standard does not provide a mechanism for this.


6.5.2.	Directory User Agents 


A user of the Directory can be a person or a computer application. A user accesses the Directory through a so-called Directory User Agent (DUA). The DUA automatically contacts a nearby DSA by means of which the user can search or browse through the DIT and retrieve corresponding information. A DUA provides a standardised piece of functionality that can be implemented in all sorts of user interfaces. Therefore, users may access the Directory through dedicated DUA interfaces or e-mail applications, for example. Currently, most DUA interfaces to be used by people are stand-alone applications, but it is expected that in the near future many DUA interfaces will be integrated with other applications. DUA interfaces are appearing which integrate X.500 Directory Services into popular email products. A DUA communicates with a DSA using the Directory Access Protocol (DAP).


6.5.3.	Access Control Mechanism


X.500 can be used simultaneously for making available address information to the outside world and for specific private Directory Service applications restricted within an organisation. Whereas the definitions of the DIT, object classes and attribute types of the public information within an organisation have to conform to those of the rest of world, the internal applications may use their own DIT structure and their own definitions of object classes and attributes (the values being only visible within a part of the organisation). 


Nevertheless, one local infrastructure can be used for both the public and private part of the directory service. In order to make some information visible within a part of an organisation only, access control is used, which in practice may require some additional management. Access control is only available in the 1993 version of the standard.


6.5.4.	Searching the Directory 


X.500 offers the possibility to carry out searches at any level or in any sub-tree of the DIT. In order to carry out a search, an attribute type together with a value have to be specified. The Directory then searches for all entries that contain an attribute of that type with the given value. For example, in an organisation one can search for all persons having a particular ‘common name’, or all organisations within a country that have ‘telecommunications’ as their business category. It is up to the organisation that maintains the DSA to decide who may perform which searches and also how many levels deep a search may be. Searches can be performed on the basis of an exact or approximate match. 


Searches across DSAs may be performed by a referral or chaining process. 


In the referral process a DUA makes a search request to its local DSA. If that DSA does not contain the portion of the DIT requested, the DSA refers the DUA to make a request of another DSA which it has knowledge of and more able to satisfy the request. 


Chaining is a process where, if the local DSA does not hold the requested DIT segment, the DSA passes the request on to another DSA it has knowledge of and so on until it finds the requested information or returns a search failure. X.500 DSAs use the Directory system Protocol (DSP) to communicate with each other.
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6.6	Multi-vendor DSA products �


6.6.1.	Directory Service Agent Interoperability & Interworking


A thorough interworking test was carried out at INRIA (the French Research Institute in Computer Science). We cite some of the conclusions from this report: 


“The replication and knowledge information add-ons to X.500, as defined in RFC1276 are efficient, but do not allow good interworking between several implementations in practice; effective, broad deployment of X.500-based services will impose conformance to the '93 version of the standard. This will alleviate most of the interoperability and interworking problems that have been encountered so far, largely because key factors, such as knowledge representation and the replication mechanism, are now specified; a set of requirements on the "opening" of any X.500 service (comparable to the Internet hosts requirements) should be established, which includes for example: 


No server exists without at least one back-up with a separate network access;


No first-level server exists without a one-level copy of its subordinate entries;


Distribution of a naming context (knowledge information) should include that same one-level replication in order to make all one-level searches extremely efficient;


A set of requirements on acceptable and recommended behaviour is established to provide a framework for designers and developers of DUA interfaces to avoid poorly-designed DUA interfaces breaking down the whole� service.”


6.6.2.	Directory User Agent (DUA) Interfaces


Currently, there are two types of user interfaces available for accessing the Directory: 


DUA interfaces for data managers


DUA interfaces for end users. 


6.6.3.	DUA Interfaces for Data Managers


These DUAs are used for maintaining the Directory data; this includes initial loads. They should provide interactive management features, allow remote execution of update procedures within relatively large organisations and/or organisations with a high rate of change and combine data from different sources in a robust manner. 


6.6.4.	DUA Interfaces for End Users


The most important requirements for end users are the following: 


DUA interfaces for end-user workstations should support one of the available lightweight Directory Access Protocols. Currently these are: 


The standardised Lightweight Directory Access Protocol (LDAP; see [Howes (1993)] and [Yeong (1993)]), which offers almost the same functionality as the Directory Access Protocol (DAP, the full OSI standard for accessing the Directory), but it does not have the overhead of the various OSI layers and runs only on top of TCP/IP


The Simple Object Look-up protocol (SOLO) that also runs on top of TCP/IP


Installation and configuration of a DUA interface should be simple, and good documentation should be available


A DUA interface should present the information in a user-friendly way, e.g. not present all attribute types (the attribute type object Class is of no use to the general user) or OIDs (Object IDentifiers that uniquely determine object classes and attribute types) or plainly present the information it receives back from the DSA 


A DUA interface should offer the possibility to use User-Friendly Naming (UFN) in order to find the entries of people


A DUA interface should accept UFN as input and use a particular algorithm to find the entries that belong to it.


A DUA interface should support some basic functionality, such as: 


Browse (list)


Search on different types of attributes


Bind/authentication (modification of entries).


6.6.5.	Data Management


Organising data management requires a considerable effort. However, if data-maintenance procedures for a Directory Service are embedded in existing data operations within an organisation, the extra effort is likely to be minimal. This section points to how data management for a Directory Service can be set up in an effective way and assumes a management commitment is required from all participating organisations. 


For the acceptance of a Directory Service within an organisation it is of vital importance that as little structural overhead as possible is used for the maintenance of the Directory data. This can be achieved by embedding the maintenance of Directory information within existing procedures for the maintenance of databases. An even better solution is the implementation of an automated Directory update process based on data from existing source databases. 


The creation of completely new administrative procedures for data management is strongly discouraged, as these carry the risk of not being executed properly, resulting in a degradation of the Directory information quality. 


6.6.6.	Quality Aspects


The value of a Directory Service from the user's point of view (and therefore also from the participating organisation's point of view) mainly depends on quality: 


The quality of network and communication services that ensure availability, accessibility, performance and robustness of the Directory Service. 


The quality of the information offered by the Directory Service, includes the following parameters: 


Availability


Accuracy


Completeness


Information


If standards are set for the quality of information parameters, this will enable the impartial measurement of informational quality contributions by individual organisations to Directory Services operations. Publication of statistics on this subject may encourage competition between organisations, thereby improving the Quality of Directory Service (QODS) as a whole.


A high-level QODS, to be achieved by quality standards and healthy competition, will broaden the support for both the use of Directory Services and the effort to contribute to them. 


Data management and maintenance of the QODS are important activities. As the number of Directory contributors grows, these activities may develop a significant traffic volume and processing load. This should never hinder the performance of the Directory for people or processes executing information searches. Searching and browsing activities should have priority over data management. Moreover, simultaneous data management activities of several organisations must not interfere with each another, both with respect to the information contents and the performance of the Directory Service. 


One way or another, methods have to be found which spread the network traffic and DSA processing load caused by organisations carrying out their data management jobs. In the case of multi-user DSAs in particular, such as the Dutch central DSA, it is mainly a matter of allocating well-chosen timeslots for data management to contributing organisations. 


As stated above, continuity in data management has to be created by effectively  combining existing procedures and databases of personnel and relation-management processes. However, these processes are highly dependent on the size of the organisation.


6.7.	Security issues �


Operation of a Directory Service includes some security threats. Both the protection of confidential information in the Directory and the robustness against faulty actions of (inexperienced) data managers are items of interest.  


It should not be possible to gain access to corporate information systems from the X.500 Directory Services infrastructure. Thus, Directory data should be generally stored on different systems from corporate administrative systems.


Special attention is needed when internally visible data in an organisation should differ from externally visible data. In that case, a thorough authentication mechanism should prevent users from outside being able to view the internally available data. Also, attention must also be paid to data replication. According to the European law (SYN287), the system manager of a database (DSA) is responsible for the security (privacy) aspects of data that are held in the database, as well as data that are replicated from another database.


Generally, the data subjects of a Directory Service have to be informed about the presence of their data in the Directory. Publication of this fact in media that are available to all data subjects is sufficient. However, one must ensure that this is indeed the case. Local country “Data Protection Legislation” should be referenced to ensure compliance.


6.8.	Applications  �


The concept of X.500 Directory Services is appropriate for development of many services. Applications that are considered useful in the X.500 infrastructure are: 


White Pages Service, to enable network users to retrieve the addresses of communication partners in a user friendly way.


Yellow Pages Service, which allows searching with attributes such as scientific field of interest, job description,  business activity, etc.


Bi-directional links to the World Wide Web, both for searching Directory Data from the Web and for creating a Directory of WWW Home Pages. Discussions on a special attribute for this (labelled URL) are now ongoing in the Internet


Distribution of public encryption keys (e.g. in PGP and PEM). Publication of this key in the Directory eliminates mail exchanges with the key owner or his mail administrator and accelerates the process of acquiring the key


Routing of X.400 mail. MTAs may use the Directory to look up routing information for messages submitted to them


Distribution of EDI identifiers.


6.9.	A Pragmatic Solution for DIRECTORIES  �


6.9.1.	“Address Book” Synchronisation Services


Because of the widespread use of highly functional proprietary electronic messaging services with integrated directories (Address Books) and the lack of comparable integrated X.500 directory services, a need has arisen with Health Care electronic messaging communities for synchronisation (distribution & replication) of directories among communicating Health Care organisations.


A good example of such a services is the Address Book Synchronisation (ABS) service offered by the Service Provider of the NHS Messaging network in the UK. This service provides for synchronisation of address books in two well-known proprietary formats (Net-Tel and Microsoft Exchange Server) and well as an ASCII flat file. This service ensures that external NHS electronic addresses are available to the local NHS users private electronic messaging network and vice versa, creating a universal directory of non-standard directories.


The following diagram illustrates the service:
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�AUTONUMNIV�	�Describing a Networking Solution �


�AUTONUMNIV�	practical Guidance


This section provides guidance suggesting a standard form of describing a Healthcare Sector application networking solution. A layered approach is used to describe the various components of a solution and incorporates a set of symbols which are offered for adoption as standard component illustrations.


�AUTONUMNIV�	The Template


The following headings are suggested to describe a network solution.


�AUTONUMNIV�	The Solution Title


This is the title assigned to the solution.


�AUTONUMNIV�	The Objective


This describes the rationale, service delivery, business and user benefits of the network solution.


�AUTONUMNIV�	The Application


This describes the application of technologies to realise the objective.


�AUTONUMNIV�	Application Service Dependencies


This describes any underlying dependencies that the application may require to successfully deliver the objective, but are not directly part of the solution


�AUTONUMNIV�	Application Services Description


This describes in detail the application services required to delivery the user objectives.


�AUTONUMNIV�	Network Services & Connections


This describes the network services and connections that the application requires to deliver the objective.


�AUTONUMNIV�	Network Service Dependencies


This describes any underlying network service dependencies that the network services and connection require to operate successfully.


�AUTONUMNIV�	The Solution Diagram


This illustrates the networked solution in diagrammatic form.


�AUTONUMNIV�	Costs Element Guide


This provides a guide to the cost elements to implement the solution.


�AUTONUMNIV�	Symbols


A suggested set of symbols for use in describing network solutions.


Personal Computer (PC)�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Asynchronous Terminal�
�INTEGRER MSDraw   \* FLETFORMAT��INTEGRER MSDraw   \* FLETFORMAT�����
�
EDI Translator�
��
�
Directory�
��
�
Public or Private Wide Area Network Service�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Local Area Network 1 (LAN)�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Local Area Network 2 (LAN)�
��
�
Local Area Network 3 (LAN HUB)�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Modem�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Ethernet LAN Segment�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Ethernet Switch�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Electronic Mail Message�
�INTEGRER MSDraw   \* FLETFORMAT����
�
EDI Message�
��
�
Patient Record�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Global Network or Network Service (X.400 Service Provider, Internet, etc)�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Radio Pager�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Mobile Telephone�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Facsimile�
�INTEGRER MSDraw   \* FLETFORMAT����
�
Electronic Mail Facility


X.400 Message Transfer Agent (MTA)�
�INTEGRER MSDraw   \* FLETFORMAT����
�
X.400 User Agent - Email (IPM/P22)�
��
�
X.400 User Agent - EDI (PEDI)�
��
�
�AUTONUMNIV�	Example illustrated Solution


�AUTONUMNIV�	The Solution Title


A General Practitioner Electronic Messaging Infrastructure.


�AUTONUMNIV�	The Objective


It is highly desirable for the General Practitioner to gain access to both interpersonal email and structured messages through one integrated system. It is also the key to gaining the cost benefits offered by the electronic exchange of health care information. Unless the capital investment incurred in procuring information technology can be applied generically to a number of business problems within Practices an appropriate return on investment will not be realised.


The following approach seeks to ensure that the investment required can be applied generically to meet all known structured and unstructured messaging needs.


This is the low cost option for GP Practices, providing some integration with GP system email services and offers practical requirements for initiating pilot projects towards achieving applications of electronic messaging that are particularly important to GPs which include:


�SYMBOL 183 \f "Symbol" \s 11 \h�	Receipt of unambiguous and informative Discharge Summaries


�SYMBOL 183 \f "Symbol" \s 11 \h�	PTS booking and receipt of positive confirmations


�SYMBOL 183 \f "Symbol" \s 11 \h�	Receipt of Clinical Results Service Data


�SYMBOL 183 \f "Symbol" \s 11 \h�	Transmission of Clinical Results Service Requests


�AUTONUMNIV�	The Application and Application Services


The approach takes account of a market leading GP System and X.400 based electronic messaging systems.


The approach takes advantage of existing Racal Healthlink Mailbox connections to GP Systems, minimising additional investment.


The application of technology to achieve:


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Pilot GP links using EDI and email over X.400


The application will consist of:


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Existing GP systems based on EMIS


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Integrated EDI/X.400 based electronic messaging systems at the Hospital location


�AUTONUMNIV�	Application Service Dependencies


None.


�AUTONUMNIV�	Application Services Description


Inbound (from NHS Messaging Service - NMS) interpersonal email


Incoming X.400 email is received by Racal X.400 service and transferred to the GP Practice's KERMIT Mailbox. The EMIS email system module (to be officially released around June 96 and offered as a free upgrade to existing customers) would need to be installed and is capable of differentiating EDI messages from interpersonal (free text) email. An EMIS free text message header format to allow EMIS to identify and deliver free text messages to either a specific EMIS user or a default mailbox (POSTMASTER) can be found in an appendix.


With the EMIS email module it is possible to file (append) an interpersonal free text message to a Patient Record.


Outbound (to other NHS recipients via NMS) interpersonal email


Outbound email from EMIS mailboxes would be sent (uploaded) as a text file (filename=recipient KERMIT address [X.400 O/R Name]) to the GP Practice KERMIT Mailbox. No originator personal mailbox address attribute (other than the Practice KERMIT Mailbox ID) would be included, except any that might be inserted in the body of the text message by the originating user. The file would be transferred to the intended recipient via X.400 Healthlink or NMS. Any X.400 recipient can be addressed in this way provided the necessary KERMIT ID-X.400 O/R Name mapping has been done by NMS. Confirmations are returned by the Healthlink/NMS networks as a 'ARDNLsss.REP' file.


The EMIS system word processor is integrated with the email module and can be used to create email and send to KERMIT addresses from the EMIS address book (Trading Partners directory). This directory is capable of addressing KERMIT and X.400 user addresses depending on what messaging (hardware/software) options are installed as part of the EMIS system. Print outputs from EMIS (word processor documents. reports etc) can be directed to print or email 'devices'. Where an X.400 MTA is implemented there would be no restriction on person to person exchange of email, but this is also the most expensive option.


An EMIS form builder can be used to create a form to capture input data to send via KERMIT. EMIS will customise and support output to CSV files if required. Costs are shown below. Form data fields can be validated and linked to existing EMIS patient details (name, address etc) database. form are entered from the email menu for a pick list of available forms whether standard or custom.


Internal (within the Practice) interpersonal email


Internal email flows between practice staff, and externally if required, using the EMIS email module.


Inbound (from NMS) EDI email


EDI messages bound for the GP System are received by EMIS by collecting files from the Practice KERMIT Mailbox. The EMIS System periodically calls Healthlink to access the KERMIT Mailbox initiating a KERMIT file transfer (RECEIVE) after which the system processes the file header to determine the EDI type message in the normal way. With the EMIS email module it is possible to file (append) an interpersonal free text message to a Patient Record.


Outbound (from NMS) EDI email


This function depends on the ability of the GP System to create and process outbound EDI messages. FHSA EDI transactions like Registration and Items of Service are supported.


Terminal access to the GP System


The GP system is accessed using existing arrangements.


�AUTONUMNIV�	Network Services & Connections


Network services will be used which provide connectivity between General Practitioner systems and hospital systems. Electronic messaging information exchange will be based on X.400 and will use the NHSnet Managed Message Handling Service. Both GP and hospital systems will be suitably interfaced to EDI services and systems to deliver Pathology Results to GPs and offer interpersonal email services direct to individual's desktops.


�AUTONUMNIV�	Network Service Dependencies


To achieve appropriate network service connectivity for the solution it is assumed that:


The GP will have existing


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Dialup Racal Healthlink mailbox account integrated with the EMIS GP System


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Implemented EMIS EDI options for Pathology Results reception


�SYMBOL 254 \f "Wingdings" \s 13 \h�	EMIS Email messaging options


The participating hospital will have


�SYMBOL 254 \f "Wingdings" \s 13 \h�	A hospital wide local area network


�SYMBOL 254 \f "Wingdings" \s 13 \h�	An LAN based email system capable of supporting an X.400 gateway


�SYMBOL 254 \f "Wingdings" \s 13 \h�	A PAS development team or access to development resources


�SYMBOL 254 \f "Wingdings" \s 13 \h�	A network connection to the NHSnet


�SYMBOL 254 \f "Wingdings" \s 13 \h�	Subscription to the NMS.


�AUTONUMNIV�	The Solution Diagram


The diagram below illustrates the components and connections required to achieve the objective.
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�AUTONUMNIV�	Costs Element Guide


This provides a template guide to cost elements to implement the solution.


�
Activity/Investment�
Costs�
�
1�
Trust X.400/EDI Network Infrastructure Solution�
�
�
2�
Clinical Database/interface Development�
�
�
3�
Communications links (LAN to LAN) Connection�
�
�
4�
Subscription to Regional Message Service�
�
�
5�
Clinical EDI Messages Support �
�
�
6�
Other EDI Messages Support �
�
�
7�
Data Comms Traffic Service charges�
�
�
8�
Messages Traffic Service charges�
�
�
9�
Application Service charges�
�
�
10�
Communications links revenue charges�
�
�
11�
Security - Strong authentication for system support links�
�
�
12�
Security - Strong remote user authentication�
�
�
13�
Security - Internal/External network firewall separation�
�
�



�
Glossary of terms


ABS	Address Book Synchronisation service - a directory distribution and replication service (often for proprietary address book formats)


ADMD	X.400 Administrative Management Domain (see also PRMD)


CENTREX	Generic term for a centrally managed PABX service, originally coined in the USA


CEN	Committee for European Standardisation. Often use in conjunction with CENELEC (eg CEN/CENELEC). Membership comprises national standards bodies (eg BSI in the UK, VDE in Germany etc.)


CENELEC	Committee for European Electro-technical Standardisation. Often used in conjunction with CEN (eg CEN/CENELEC)


CEPT	Committee for European Posts and Telecommunications. An association of European public telecommunications service providers


CCITT	Consultative Committee for International Telegraphy and Telephony (subcommittee of the ITU, now known as ITU-T)


CDN	Corporate Data Network (often refers to an organisation's LAN or wider data network infrastructure)


COS		Corporation for Open Systems. A North American computer industry sponsored association for the promotion of OSI


COSIT		NHS Central OSI Team


CMDS	Contract Minimum Data Set


CLNS	OSI Connectionless Network Service


CUG	County Communications User Group


DAP	Directory Access Protocol (X.500)


DIB	Directory Information Base (X.500)


DIT	Directory Information Tree (X.500) 


DMD	Directory Management Domain (X.500) 


DSA	Directory System Agent (X.500)


DSP	Directory System Protocol (X.500)


DUA	Directory User Agent (X.500)


ECMA	European Computer Manufacturers Association. Leading industry led standardisation body.


EDI	Electronic Data Interchange


EDIFACT	The UN standard: EDI For Accounting, Commerce & Transport (ISO9735)


EMA	The Electronic Messaging Association (North America)


EEMA	The European Electronic Messaging Association


EHI	Exchanging Healthcare Information


EL	NHS Executive Letter


EPHOS	The European Procurement Handbook for Open Systems. European Commission driven European equivalent to country specific Government OSI Profile for specification and procurement of open systems and open systems interconnection products (eg UKGOSIP, US GOSIP, etc)


EPR	Electronic Patient Record


ETSI	European Telecommunications Standards Institute.


EurOSInet	Pan-European co-operative marketing and technical association of computing suppliers and others for promoting open systems and standardising practical interoperability


EWOS	European Workshop for Open Systems.


F.400	Series of ITU-T (CCITT) Recommendations for the Public Services built on the X.400 MHS Recommendations and access to them


F.435	ITU-T (CCITT) Recommendation for the system and service aspects of  EDI Messaging


FDDI	Fibre Distributed Data Interface (a high speed resilient fibre optic token ring LAN topology


FHSA	Family Health Services Authority


FHSCU	NHS Family Health Service Computing Unit


FIREWALL	A terms used of a mechanism to prevent loss of security control between computing resources. Typically, protection from the effects of connection of one network to another network using, for example, the internet protocol (IP)


GOSIP	Country specific Government OSI Profile for specification and procurement of open systems and open systems interconnection products (eg UKGOSIP, US GOSIP, etc)


HA	Health Authority


IMG	NHS Information Management Group


IM&T	Information Management and Technology


INTAP	The Japanese Interoperability Technology Association for information Processing


INTAPnet	Japanese technical organisation for promoting open systems and standardising practical interoperability operating under the management of INTAP. A sister organisation of EurOSInet (see also OSIONE)


IP	Internet (routing) Protocol (see also TCP/IP)


IPM	X.400 Interpersonal Message


IPMS	X.400 Interpersonal Message Service (P2 protocol)


IPX	Novell's Netware Internet Packet Exchange protocol


ISDN	Integrated Services Digital Network


ISO	International Standards Organisation


ITU	The UN International Telecommunications Union


ITU-T	The UN International Telecommunications Union Telecommunications subcommittee (Formerly CCITT)


LAN	Local Area Network


LCMG	NWN Local Communications Management Group


LDAP	Lightweight Directory Access Protocol (X.500)


LUCG	NWN Local User Communication Group


(see also LURG, which is synonymous with LUCG)


LURG	NWN Local User Representative Group


(see also LUCG, which is synonymous with LURG)


MAN	Metropolitan Area Network (a LAN spanning a significant geographical area and in particular a metropolis)


MHS	Message Handling System


(Commonly applied to Novell's Message Handling protocol and to the X.400 protocols)


MIS	Management Information System


NMS	BT Syntegra's X.400 NHS Messaging Service


MNSA	Managed Network Service Agreement


MOTIS	Message Oriented Text Interchange System (ISO10021) - Standard MHS aligned to and convergent with CCITT X.400 (1988)


MTA	Message Transfer Agent (X.400 term) - an individual message handling engine


MTS	Message Transfer System (X.400 term) - the end to end messaging service


NHSAR	NHS Administrative Register


NURG	NWN National User Representative Group


NWN	NHS-Wide Networking


OCCD	Oxford Consortium Computing Division


OFTEL	The Office of Telecommunications (quasi�governmental body regulating telecommunications suppliers and practices in the UK)


OID	 Object Identifier (X.500) 


OxPAS	PAS system supplied by The CSC Oxford Consortium


OxLAN	A purely local name coined for a proposed Oxford hospitals LAN in this report


OSI	The ISO Model for Open Systems Interconnection


OSINET	North American co-operative technical association of computing suppliers and others for promoting open systems and standardising practical interoperability


OSIONE	Global umbrella entity (collective title) for co-operative marketing and technical associations of computing suppliers and others for promoting open systems and standardising practical interoperability (see EurOSInet, OSINET, INTAPnet, etc)


P1	X.400 MTA to MTA Message Transfer Protocol


P2	X.400 IPMS Message Transfer Protocol


P3	X.400 UA to MTA or MTA to MTA Message Transfer Protocol


P7	X.400 UA/RUA to MS Message Transfer Protocol


PEDI	X.400 EDI Message Content Type


PEM	Public Encryption Method


PGP	Pretty Good Privacy (an electronic messaging encryption method)


PRMD	X.400 Private Management Domain (see ADMD)


PSTN	Public Switched Telephone Network


QODS	Quality of Directory Service (X.500)


RFC	Request For Comment - a specification change request within the TCP/IP (Internet) community which if generally accepted becomes a specification for that change


RUA	Remote User Agent (usually applied to X.400 MHS) - assists the user in the preparation, storage and display of messages


SAP	Service Access Point (term often used to denote a service protocol boundary or type of data network access point)


SOLO 	Simple Object Look-up protocol - runs on top of TCP/IP


SMTP	Simple Mail Transfer Protocol (the email application of the TCP/IP suite of protocols)


SPAG	Systems Promotion and Applications Group. A computer industry sponsored standards promotion group - now defunct.


STEP	Standards Enforcement in Procurement (The NHS IT Standards in Procurement Handbook)


TERRITORY	Area of the NHS such as a Region and used by NHS X.400 Registration to define PRMDs


TCP/IP	Transport Control Protocol/Internet Protocol


TTO	To Take Out [NHS term]


VPN		Virtual Private Network (voice or data)


WAN		Wide Area Network


UA	User Agent (usually applied to X.400 MHS) - assists the user in the preparation, storage and display of messages


UFN		User-Friendly Naming - in order to find the entries of people in a directory


X.200	Series of ITU-T (CCITT) Recommendations for the OSI models common elements serving application layer systems & services, eg X.400 (1988) MHS - Supersedes some older X.400 (1984) Recommendations


X.400	Series of ITU-T (CCITT) Recommendations for electronic Message Handling Systems


X.435	ITU-T (CCITT) Recommendation For an X.400 EDI Application Process and Message Content Type


X.500	Series of ITU-T (CCITT) Recommendations for a distributed Directory Service





�
APPENDIX A  Chart of Organisational relationships


�
World Theatre�
�
Type of Body�
International�
Japan�
Europe�
Asia/


Pacific�
USA�
Country Specific�
Notes�
�
Base Standards�
ISO�
�
ITU�
�
NIST (NBS)�
Many�
�
�
Functional Standards�
ETSI/EWOS�
POSI�
ETSI/EWOS


CEN/CENELEC�
AOW�
NIST�
-�
�
�
Procurement Stds�
�
�
EPHOS (CEC)�
�
US GOSIP�
Many�
UK GOSIP, US GOSIP, Swedish GOSIP�
�
Promotion &


Interoperability�
OSIone�
INTAPnet�
EurOSInet�
OSNET/


OSICOM�
OSINET�
-�
Peer associations of computer suppliers and other interested parties�
�
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