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�
MANAGEMENT SUMMARY


Thischapter provides the regional EDI security guidelines.


The security guide provides a framework for regional projects, however it does not give a comprehensive nor detailed description of all the issues introduced. The document's main objective is to indicate how and to which extent, existing and standardised (EDI message) security techniques, security infrastructure (in terms of Trusted Third Parties), Codes of Connections, common Security Polices and Codes of Conduct for the individual, collectively can facilitate the pursuing of the principles of the (1995) EU Directive on the protection of individuals, in health care telematics projects.      


�
INTRODUCTION


Context


This chapter provides the regional EDI project security guideline for CoCo.


Scope


This chapter describes a framework for developing and undertaking the security aspects of the regional EDI projects.  It is intended to allow regional projects to adopt the components appropriate to meeting local objectives, whilst ensuring no work is duplicated to meet the strategic objectives of CoCo.


Technological assumptions


It is believed that the PC type of workstation will dominate the health care scene in the foreseeable future.


Health care professionals are relatively mobile, and may have to be able to use several workstations within the organisation, and frequently in several organisations. The smartcard format facilitates the need for key and certificate distribution, as well as other information associated with the healthcare professional.


Audience


Thie intended audience iss security guide is intended for the following audience:


The telematics service providers and the managers in charge of the local healthcare telematics networks and infrastructural services, as well as the providers of  user-oriented services.


The users who will be sending and receiving messages.   


Authors and acknowledgements


This document was prepared by senior consultant Tor Olav Grøtan, KITH. 


Chief consultant Kenneth R. Iversen (KITH) has contributed with valuable comments and advicess. 


Documents produces by the TrustHealth1 project has been widely used widely as sources and references for thies security guide document. 


Knut Bernstein (Denmark) made valuable comments to the initial version of this document. 


Astri Vik (KITH) and Hellmer Rahms (Spain) have given valuable input during the work. Hellmer Rahms have also written the technical annex� to this report .  


    





�
SECURITY PERSPECTIVE


The rationale for security in healthcare telematics networks


"The potential for information technology to reduce paperwork in interactions between (NHS) organisations has touched every part of our scrutiny, when (NHS) organisations are able to communicate electronically, there will be enormous improvements in efficiency and significant gains for patient care".


The above extract from a (UK) National Health Service (NHS) recent report into the burdens of paperwork in NHS Trusts and Health Authorities highlights the fundamental role of information management and technology in transforming the management and delivery of health care. Apparently, the immediate challenge is to harness the potential benefits of interconnection. 


The security issue is however a crucial part of this challenge. The paramount importance of securing the trustworthiness of the information flow, in terms of credibility, accountability, quality, integrity, liability and authenticity, is quite obvious. On the other hand, a trustworthy, streamlined information flow should not be accomplished at the expense of confidentiality, privacy or patient integrity.


Thus, healthcare telematics comprise legal and ethical aspects, not only technical and managerial aspects. The complexity of these issues escalate due to the complexity of the networks and information flow, number of actors, etc. The legal and ethical aspects must be foreseen and taken into account in the planning of regional healthcare networks, implying a restrictive and self-disciplined approach to the vast functionality potential that telematic applications and networks represent.  Neither patients nor healthcare professionals consciously seek a choice of priority between the benefits of healthcare telematics on the one side, at the price of being silently registered and observed as some sort of aquarium inhabitants, on the other side. Such a choice should not be necessary if healthcare telematics projects address the security issue in it full range from the very beginning, but it may turn out to be inevitable if they do not.      


The delivery of health services however requires that information is able to circulate freely and effectively between authorised users, and a patient's life may depend on the rapid delivery of information. A telematic system has a unique capability to facilitate such an information flow. It may be useful to keep in mind that it is not realistic nor desired to develop technical controls that aim at replacing the authorised user's decision and responsibility in relation to the actual exchange of EDI messages, nor the purpose and legitimacy of the exchange. The security rationale should therefore also carry the idea of a balanced approach which do not jeopardise the development of systems and solutions, by means of abusive security requirements.


The security challenges are immediate in the sense that they have to be addressed from the very beginning of a healthcare telematics project.  The security issue is also a long term issue requiring continuous attention, and always calling for a long-term perspective and a proper balance between the different (legitimate) needs and the technology potential. 


Security objectives and challenges


The use of telematics in health care will modify the existing pattern of relationships between healthcare professionals and their patients.


Traditionally, professional secrecy was the security platform of healthcare information processing. In a healthcare telematics scenario,  many and different "actors" will be present, rapidly introducing a new multitude of relationships, modes of interaction and functional interfaces. The traditional platform - based on a confidential patient-doctor relationship - is no longer sufficient, and the a lack of a legal framework to adequately regulate the new situation is a substantial problem. 


This situation, in which the technology is a front-runner and the legal side is behind, is somewhat classic. Usually, one can expect that the legal frameworks and regulations catch up at the end of the race.  


A healthcare telematics project should therefore constitute and operate an organisational security management framework�. Such a framework should - in a concerted manner - combine technical, administrational, legal and ethical security aspects, despite the fact that the establishment of legal requirements in this field is in its very beginning. The consequence of failing to meet such a challenge in a health care telematics project is at least twofold: It will be a painful process to retreat from positions previously held, in terms of, e.g., the flexibility concerning secondary use of message information. It may also be argued that such projects has an ethical obligation not to stretch the principles of privacy in the society in general.   


This view implies many issues and questions concerning healthcare telematics networks. Some examples are:


Which legal instruments are applicable and available ? The EU Directive on the protection of the individuals is a significant guideline for European healthcare networks, and thus constitutes a set of highly relevant security objectives and principles.


How can organisations "connect together" by the use of open networks, in  manners that are mutually supportive and consistent ? The promotion of common security policies and networking principles through Codes of Connection�  (and other facilitators ) that stimulate uniform network security practices and solutions, is an important element. 


How can individuals (both healthcare professionals and other personnel) function within an organisational agreement and framework, pursuing their individual responsibilities ? The promotion of common security policies incorporating Codes of Conduct� guiding the individual user with respect to responsibilities and obligations, is an important part of this.  Such Codes of Conduct must reflect legal, ethical and professional norms and standards of the healthcare community.    


�
LEGAL AND LIABILITY ISSUES�


Key issues


In addition to the technical and managerial issues, an understanding of the legal issues concerning the trustworthiness of healthcare telematics is a requisite for the widespread use of health information.


Healthcare telematics carried on open and commercial networks, involving an increasing number of actors, inevitably intensify the security problems and issues. Patients will hope that the quality of care will be improved. Physicians will expect that the information resources will facilitate their work in relation to colleagues and other health care personnel. Providers of medical services and network and value added services, government agencies, researchers and payment providers are also likely to raise their expectations in relation to the information flow and resources. Who can "guarantee" that all these expectations can be fulfilled, without implicating negative side effects ?


The legal challenge is to establish frameworks and regulations with  instrumental capacities in organising the relationships between all the different actors, taking into account their legitimate needs and the risks created  by the different usage of telematic networks and services. Obviously, there will be conflicting needs and demands, as well as unforeseen problems. Some of these can be solved trough smart concepts and solutions, e.g. in terms of anonymisation and pseudonymisation [7,8]. 


Some conflicts and contradictions will however remain, and the use of legal instruments imposing restrictions will be required. However, legal instruments usually will have to restrict their scope to a minimum, or baseline level of protection. Therefore, in relation to the high-level security objective introduced in the previous chapter, it will be  crucial to develop a proper and well-balanced "cocktail" of legal (mandatory), administrational, technical and ethical (voluntary) means. The medical professions has substantial experience in developing professional ethics and codes of conduct in relation to information processing. As few of the other actors on this arena have the same experience, it is important to involve the medical professions in this issue. 


Most European countries have a Privacy regulation, however the variations are considerable. The European Directive on the protection of personal data, enacted on the 24th of July 1995 [1] provides guidelines to all the member states, to be enacted within their national privacy regulations. 


The Directive clearly states that personal data has to be obtained and processed fairly, and that they might be stored for specific and legitimate purposes, but not used in a way incompatible with those purposes. In relation to health care networks and telematics, a number of interesting questions may be raised, e.g.;


Are managers of central functions, e.g. Certification Authorities, considered "responsible for the file" in the sense of the Directive


What is the practical meaning of the "consent" of the patient, which is stated as an legitimate basis for access to medical data.  Is an "electronic consent" possible, e.g. in terms of a digital signature ?


What does the notion of "adequate level of security" actually mean for a health telematics system ? 


Is cryptography required - and legal ?


Professional secrecy


Requirements for professional secrecy is - with some variations - found in most European privacy regulations. Some important questions are to be raised concerning professional secrecy in the electronic healthcare network:


The patient's generally admitted right to information about himself may in some situations be legally restricted, e.g. when knowledge may have a detrimental effect on his mental or physical health. Thus, the secret shall be shared in the interest of the patient, while the network (still) shall facilitate and support the continuity of the treatment. How will this be arranged and co-ordinated from within the network, e.g. in relation to professional user authorisations, and in relation to the entry-point to the network that each of these users may provide for the patient. ? 


In certain cases, the divulgence of medical secrecies are authorised by law. Who shall be responsible for this in a networked environment ?


Also, it should be kept in mind that the security issue of confidentiality essentially deals with the confidential relation between two parties, e.g. a doctor and a patient, or, accordingly, a GP practice and a medical lab. The technicalities used to achieve confidentiality in a communication context, e.g. encryption, is only a means to support the confidentiality, it is not the issue itself. 


Liability and evidential issues


The lack of legislation and authoritative recommendations, properly adapted to the IT world, may bring obstacles to the application of powerful technology, e.g. digital signatures and cryptography. Is it for example possible to use digital signatures for the provision of evidence of authenticity (including content and originator), which is often required (in written form) for medical records and documents, as well as for payment and reimbursement purposes.


An analyses of these matters will cover many traditional legal fields, such as criminal and civil law, procedural law and administrative law including medical records legislation.


Though there is a clear and pronounced  need for legally accepted methods and practices for the application of digital signatures, it is likely that we will have to tolerate insufficient and improperly adapted legislation, for a prolonged period of time.   


Cryptography regulations


The potential benefits from use of cryptographic methods in health care networks are huge. In many respects, this potential has contributed largely to the positive and promising visions associated with such networks. Modern cryptographic technology is in practice an essential prerequisite for the development of comprehensive, effective and secure health care telematics and networks with a sufficient degree of privacy protection.


The export and personal use of cryptographic products is regulated by the OECD collaboration called "New forum", within the "framework of strategic products of dual use". EU member states are required by the Council to enact national regulations.


The need for new legislation to balance the legitimate protection needs with the need for communications interception in relation to national security or prevention of criminality, has been under discussion for quite a while, both nationally and on the EU level. It has been questioned whether it is at all  possible to effectively control the use of powerful cryptography for illegal, illegitimate or unwanted purposes, and whether the lost benefits concerning privacy and cost-effective network security really are matched by the possible benefits of a restrictive policy on these matters. One thing is for sure, such regulations will have a significant impact on the development of European, national and regional health care networks.     


Ownership 


There is also a clear need for some common regulations concerning the ownership of the medical data. Is it the patient's or the physicians property, and what about the manager of a common computing facility ? Who may decide to erase or delete the medical records ? How shall we regulate and manage the modifications and contributions to the medical data in a networked environment ?     


When a patient data card is used for accessing the network, is the holder of the card also the owner of the information on the card ?


Professional roles and authorisations


Health care networks will heavily modify the flow of information within the healthcare system, and thus provoke the need for a redefinition of the roles and fields of practice between the professionals. The registration of professionals  and the means of ensuring adequate proofs of professional status within the network must be managed by a competent authority. The revocation of professional rights must also be managed by such a system.  


   


�
THE EU DIRECTIVE ON DATA  PROTECTION� 


Background


The European Union Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data [1], were adopted by the Council on 24th of July 1995.


The EU Directive recognises that the use of telematics in relation to personal data in general, and especially in relation to special categories of processing as for example the healthcare sector, demands new principles, regulations and legal frameworks in order to protect personal information.  


Traditionally, the exchange of information between healthcare professionals and patients were limited by the practical constraints of paper-based handling and organisational boundaries, hence the rules governing professional secrecy have been considered adequate and sufficient to handle the need for information protection in health care. Healthcare telematics will inevitably modify the existing relationships between healthcare professionals and their patients, and introduce new actors on the same scene. The rules and legal framework governing professional secrecy thus no longer suffice, and adequate rules governing the exchange of such information must be enacted.


Both the Council of Europe and the OECD have addressed these problems and provided legal instruments in terms of Guidelines, Conventions and Recommendations. However, these have no legal enforcing capacity. The EU Directive, and the various national legislation of the Member States have such a capacity. 


It is clear that the EU Directive will have many implications on how and to which degree medical data can be shared in healthcare networks. In order to remove the obstacles to the free flow of personal data on data protection grounds caused by the divergence between the national legislation, the Directive aims at co-ordinating the legislation of the different Member States to ensure an equivalent level of protection.


The EU directive will in many respects serve as a common denominator for its member states and associated states/countries, and we will therefore briefly examine the implications of the Directive when applying its requirements to a health care network.


The Directive's applicability for health care telematics 


There is no doubt that the Directive apply for health care telematics and networks. The crucial point is however that processing of personal, health-related data, and especially in a networked context, is not characterised by standalone or atomic operations which can be uniformly measured against the requirements of the Directives. Patient information is - especially in a networked context - accessed and used in terms of sequences of operations. These sequences involve different actors from time to time, and reflect the delivery of several types of health care services, individually as well as the interactions between those services. Hence, each of these operations must apply to the principles laid down by the Directive on their own terms, with respect to legitimate purpose, conformity of data, etc.   


Patient data cards may play a multiple role and deserves some special attention. Such a card is both a data bank and a "processor" of personal data in its own respect, but - maybe even more important -  also plays the role of a mediator for other's access to the patient information, e.g. for physicians, social security institutions, chemists etc.


The Directive does not apply only for personal, medical and health related data of the patient.  For security and liability reasons, the telematics user introduces himself on the network in terms of personal data about himself. Accordingly, the use of telematic services can create a set of data concerning the user, which can be used in the creation of various user profiles. These types of data are also covered by the Directive's  requirements, in terms of "any information relating to an identified or identifiable natural person".


The "Controller" role


Article 2d of the Directive states that "The Controller is the natural or legal person, public authority, agency or any other body which alone or jointly with others determines the purposes and the means of the processing of medical data". 


The Controller's identity is important because he is responsible for fulfilling the obligations laid down in the Directive and ensuring that the data subjects' (in our case, the patients') rights are respected. The determination of the controller also determines the national law applicable to a healthcare telematics activity or project. The idea of a unique Controller is important with respect to the identification of responsibility for enacting security measures, which in turn enables the data subject to effectively exercise his rights.   


When processing is carried out in the context of activities of an establishment of the Controller on the territory of a Member states, the Directive states that each state shall apply national provisions pursuant to the Directive. Where the same Controller is established on the territory of several Member States, he will have to ensure that each of the establishments respect the national law of each of these states. A Controller not established on the territory of the European Community, will have to respect the Member State's national law if he makes use�, for the purpose of processing of medical data,  of  equipment situated on the territory of that Member State. Hence, the Directive seeks to avoid that a Controller circumvents the application of national law  by locating himself outside the Community territory. 


However, because healthcare telematics by nature implies decentralisation and distribution of operations on personal data, the identity of the Controller is not always obvious. In fact, a number of actors may undertake activities associated with the role of a Controller:


The telematics service provider defines the purposes (facilitation of communication between healthcare professionals etc) and means (technical or managerial) of the healthcare network in its entirety . This person is thus the controller of the common network services that are available for the service users. 


The service users, e.g. GPs, hospitals, clinical labs, insurance companies, makes use of the service provided by the network. If e.g. a GP integrates data on the network into his own patient records, he apparently may be defined as the controller of that process. 


The network providers and trusted third parties (TTPs) will usually not have access to patient data, and they do neither define nor influence on the purpose of the actual communication or project. They merely provide the necessary means for communication, and it will be rather meaningless to define them as Controllers in relation to medical data. However, they may be defined as "controllers" in relation to user data, e.g. in order to handle the identification of users.    


The principles for processing of personal data  


One might argue that it is not the data itself that represent a risk to the individual, but the use the various actors makes of such data. The Directive seems to reflect such a position, as an important cornerstone of the protection afforded for the data subject is the legitimate purpose principle; The data must be collected for legitimate purposes and not further processed in a way incompatible with those purposes (article 6 and 7 of the Directive).


The question of legitimacy is however quite complex, not at least because the processing of personal data in a health telematics programme can serve various purposes, e.g. patient care delivery, billing and reimbursement, science and research etc. The Directive does not give definitive answers but frames some important principles and guidelines that can be applied to health care telematics and networks. The general principle is that personal (not necessarily medical) data may only be collected and processed for a legitimate purpose. The legitimate grounds for which data can be processed are laid down in article 7 of the Directive; 


personal data may only be processed based on the data subject's unambiguous consent; or 


if it is necessary for performance of a contract; or 


if it is necessary to comply with a legal obligation to which the Controller is subject; or 


if it is necessary in order to protect the vital interests of the data subject; or


if it is necessary for performing a task carried out in public interests or in the exercise of official authority vested in the controller or in a third party to whom the data are disclosed; or finally


if the processing is necessary for the purposes of the legitimate interests pursued by the Controller or a third party or parties to whom the data are disclosed, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject. 


Furthermore, article 6.1.b states that personal data - once collected - "must not be further processed in a way incompatible with the purposes for which they are collected, and individuals must have a means of preventing this to happen".   This principle touches the core of health telematics projects and visions, in which the secondary use of data are facilitated and encouraged. The motivation for this facilitation is e.g. the clear potential for increased effectiveness and efficiency in the health care delivery process. But while it is quite obvious that e.g. data collected from telemonitoring a person's home and valuables must not be used to control his personal activities and habits, it will be significantly more complex to judge whether the different operations on personal information associated with the health care system areis "compatible" or "incompatible" with othersanother. Questions of the latter type will definitely challenge the legal and ethical values within any country or region, and in many cases the intervention of a national supervisory authority will be needed. 


Article 6.1.b specifically states that "further processing for historical, statistical or scientific purposes shall not be considered incompatible providing that the Member States provide appropriate safeguards". These safeguards could include encryption techniques, which - in this context - are especially powerful in order to support the concepts of anonymisation and pseudonymisation, which are concepts that secures the information beyond the boundaries of the  communication context.


Protection of medical data


Article 8 of the Directive states the concerns for special categories of processing, in which health care and medical data are explicitly included. The general principle is that Member States shall prohibit the processing of such data, however with some exemptions. Thus,  healthcare telematics projects must find grounds in article 8, enabling them to process the sensitive, medical or health care data.


The major grounds for lifting the prohibition will be 


the data subject's consent; or 


if the processing is necessary for the purposes of carrying out the obligations and special rights of the controller; or


if the processing is necessary to protect the vital interests of the data subject (e.g. in an emergency situation) or of another person, being incapable of giving his consent; or,


processing is carried out in the course of its legitimate activities with appropriate guarantees (......), and that the data are not disclosed to a third party with the consent of the data subjects; or    


the processing relates to data that are manifestly made public by the data subject  or is necessary for the establishment, exercise or defence of legal claims; or 


subject to the provision of suitable safeguards, Member States lay down specific exemptions (e.g. in the context of research on medical diseases or  in application of social security provisions)  


The Directive explicitly states some exemptions for health-care purposes, e.g


processing is required for purposes of preventive medicine, medical diagnoses, the provision of care or treatment or the management of healthcare services, and where those data are processed by a health professional subject under national law or rules established by national competent bodies to the obligation of professional secrecy or by another person also subject to an equivalent obligation of secrecy.  


Hence, it is possible to conclude that the Directive does not prohibit the development of healthcare telematics services involving medical, sensitive data, as long as these are sufficiently grounded in the legal systems and healthcare practices of the Member States. Still, there are many complex issues to be resolved, and the road to the answers and solutions is paved with both legal and ethical challenges. 


One example is the representations, interpretations and limitations associated with the data subject's consent in various situations (the data subject should not be required to give his explicit consent for each analyse of a blood sample, however one should avoid the use of implied or blanket consents that are so vague that they do not enable an effective control from the data subject point of view). The consent must be freely given. The "digital" or "electronic" consent must also find its practical solution, e.g. by use of patient cards. 


This means that the Directive demands that a proper balance must be found between the legitimate right of the data subject to control the processing by means of his consent, and the need of the healthcare system to deliver its services in an effective and efficient manner, without the burden of obtaining too many explicit consents. It could for example be argued that the patient's consent  is implicit by the mere fact that he is seeking a healthcare professional for help, but it may also be argued that this type of consent cannot justify that his medical data is used for insurance claims or employment purposes (other cases may be a lot more controversial !) .  


Data quality


The Directive also lay down some principles concerning data quality. It is up to the Controller to ensure that these are respected.


Personal data must be "processed fairly and lawfully". This implies that principles related to data protection and quality, information to the data subject, the data subject's rights and proper notifications to the authorities must be respected. It also implies transparency; personal information must not be used for hidden or occult purposes, and any change in purpose that lead to incompatibility must be revealed.


Personal data must also be "collected for specified, explicit and legitimate purposes". This implies that purposes must be clearly stated and defined, so that authorities, as well as the data subject, will effectively be able to control and enforce the principles of the Directive.


Personal data must be "adequate, relevant and not excessive in relation to valid purposes". This implies the use of authorisations and access controls to ensure that users of healthcare telematic services get access strictly to those data that are relevant, and that parties may only exchange to the extent that is strictly necessary for their function. 


Data must be "accurate and where necessary kept up to date". Some aspects of medical information, e.g. a GPs subjective appreciation, is difficult or even impossible to qualify as "accurate". Other aspects, such as standardised nomenclature, codes, classifications and data sets to be used in medical records will depend on accurate standards, agreements and uniform practice.


The Directive also requires that inaccurate or incorrect data can be erased or rectified, and that data are kept in a form which allows the de-identification (e.g., anonymisation of pseudonymisation) of data from some specific point of time where there is no longer a legitimate purpose for the data being kept identifiable. 


The data subject's rights


The Directive create rights for the data subject. The data subject has a right to be informed about the identity of the controller and the purposes for which the actual data are intended, as well the (categories of) recipients for the data, his obligations to deliver the information, the possible consequences of a failure to reply upon a specific demand, the conditions for access and rectification, and other circumstances concerning the fairness of the processing. 


The data subject has a right to be informed, especially when the processing is based on his consent. This right raises a number of problems and challenges relating to the communication of the consent, the data subject's knowledge of the different actors (processors), etc. However, the Directive allows legislative measures to restrict the scope of right to be informed, e.g. when the information may be detrimental to the data subject's health.


The data subject  thus have a legitimate right to be informed by the Controller  of a health telematic network, on how his personal information will flow or disseminate throughout the network, or at least the principles guiding this flow.  The Controller will thus have to ensure that access to this type of information can be effectively exercised, e.g by use of on-line access, a designated bureau or information material. 


The Directive however allows the limitation of this right so that medical information about oneself may be obtained only through a health professional. This possibility may turn out to be important in dealing with e.g. genetic information, in which a balance need to be found between the interests of the data subjects and other persons (which are in the same genetic line).      


The Directive also grant the right to every person to subject to a decision which produces legal effects concerning him, and which is based solely on automated processing in order to evaluate personal aspects, e.g. work performance, creditworthiness, conduct etc. In a healthcare network, this may apply for various types of  automatic processing.


The controller's obligations


The Controller is expected to provide maximum transparency in order to facilitate the subject's right to be informed.


The Controller must also inform and notify the supervising authority on the type of processing that is being done, and the purposes of that processing. 


The Controller is also responsible for implementing appropriate safeguards, ensuring a level of security appropriate to the risks represented by the processing and the nature of the data to be processed. It is rather clear that the introduction of (open) networks increases the risks, and it is also rather apparent that standardisation of medical information makes it easier to anticipate information from an arbitrary message. The use of a common, unique patient identifier increases the potential damage from an illegitimate disclosure. Again, this security guide points at the security potential associated with anonymisation and pseudonymisation concepts and techniques.


Data flows within the EU


The Directive promotes an equivalent level of protection throughout the Union. Accordingly, Member States will not be allowed to prohibit the free flow of information for reasons of data protection. Union-wide telematics will be facilitated, even though differences will exist according to the "margin for manoeuvre" that the Directive allows each Member State.


Codes of Conduct


The Directive encourages the establishment of  Codes of Conduct as a means for ensuring proper implementations of national laws and provisions, pursuant to the Directive. This principle demands some comments. 


First, in view of some specific issues raised by the use of telematics in the health care sector, sector-based codes of conduct would provide the most adequate approach.  


Second, we will remark that sector-based codes for healthcare already have been established, e.g. by the NHS of the UK. Those NHS Codes of Connection are however primarily targeted at an organisation's secure connection to a common network, in order to establish a common and uniform NHS network through the interconnection of a number of independent organisations, adhering to a common network security policy. 


Hence, Codes of Connection� and Codes of Conduct� should be able to play different roles, supplementing and enhancing each other. The role of the Code of Conduct is to cover the regulation of the actual message flow between the different actors, within and between interconnected organisations, as well as the secondary use of information. The development of such codes will require the involvement of  the various professional organisations of healthcare personnel. Such an involvement will contribute to the quality and applicability of  the codes developed, as well as to their legitimacy.    


Summary and comment


The conclusion of this security guide is that the Directive's scope of protection clearly goes beyond the protection afforded by traditional, professional secrecy regulations. ThusHowever, the Directive does not aim to prohibit the exchange of medical data among a broad range of healthcare professionals and associates by the use of healthcare telematics, as long the telematic providers, the users and their organisations adheresfollows the principles of the Directive. It is apparent that Tthese principles are neither trivial nor impossible to respect and facilitate, and thathowever the proper implementation of these principles will demand properly balanced legal and ethical frameworks and guidelines, which are not present in the current situation. 


The Directive implies a greater responsibility for many actors involved in a health telematics project, as these aremay be considered as "controllers" and therefore liable in relation to the Directive, e.g. in order to provide for a number of data subject's rights, as well as other obligations.     


However, in interpreting the Directive it should not be ignored nor forgotten that telematic systems carry the potential to be substantially more secure than paper-based systems. In our view, Tthe challenge of a Controller must thereforeis to maintain a balanced approach in order not to avoid jeopardisinge the development of systems through abusive security requirements. The delivery of health services requires that information is able to circulate freely and effectively between authorised users. A patient's life may depend on the rapid delivery of information, and the Directive isdoes not - from our judgements - aimed at the to prohibition of such benefits from the technology.


�
EDI SECURITY


Overview


EDI security is a major issue for a health care telematic network designed to comply with the principles of the EU Directive. Generally,  EDI security will comprise a combination of administrative, managerial, organisational  and technical measures. This security guide will focus on the following aspects of EDI security:


Connection security, to deal with the constitution of (logical) health telematics networks over open, commercial networks. This issue is discussed in section 5.2. 


Message security concepts applied on EDI messages in order to enforce  secure and trustworthy exchange of messages between parties of a healthcare user community,  ensuring e.g. confidentiality, integrity and authenticity as needed. This issue is discussed in section 5.3. 


(End) system and application security, controlling the purpose and legitimacy of the information (message) flow in terms of authorisation, accountability and other means that facilitates adherence to the principles of the Directive (in terms of purpose, fairness etc). The main  instruments to enforce the application security are the legal frameworks, the ethical frameworks, common Security Policies and Codes of Conduct. This issue is discussed in section 5.4. 


Connection Security


The main objective of the connection security issue is for an organisation to be able to communicate freely and securely with a selected group of other organisations and actors connected to the same open, commercial network, without the risk of intrusion or any other unwanted interference and intervention from other� actors, utilising the same (open, commercial) network. 


The technical means used by the communicating organisations in order to fulfil this objective are known as secure gateways, firewalls, network level encryption etc. This objective may also be facilitated by the open, commercial network itself, e.g. in terms of closed user groups and similar services. 


This guide will not elaborate on the technical connection security measures, as these are well known. Instead, we will emphasise the organisational aspects. Organisations that want to get connected through open networks must have a means for trusting each others capability of enforcing the required connection security, as well as protecting their own assets vs activities from the network itself. This may be a bilateral issue in which two organisations agree to comply to a minimum set of requirements,  ensuring that the two organisations do not jeopardise each others specific security needs. In the CoCo context however, there is a need for a common practice that enables many different organisations to connect to a logical network concept, and a common executive (controller) to supervise the security. Such a logical network does not mandate that everybody shall communicate (in terms of message exchange), it merely enables them to communicate with each other. However, this must be done in a manner that ensures the security of a broad range of organisations, thus there is a need for common security concept and policies within such a logical network. 


One way of organising the security of such a logical healthcare network is to use a common Code of Connection, to which each organisation individually must comply. The UK National Health Service (NHS) Code of Connection for NHS-Wide networking [6] may exemplify this. The connecting organisation must certify that a number of security measures are in place (accepting that failure to meet the code may result in disconnection), from which we sample the following:


the organisation abides by the attached networking security policy, as informed by an associated security guide.


access to (NHS-wide) networking is protected by at least one authentication control (e.g.  a password).


links to other systems not covered by a Code of Connection are removed.


one named individual is made responsible for the security of any system or network connection to the (NHS-wide) networking infrastructure.


all relevant staff are made aware of their responsibilities in relation to the security of the (NHS)-wide) networking infrastructure.


physical access to all (NHS-wide) network termination equipment (enforcing the technical security that is necessary) is controlled.


all relevant incidents are reported to an appropriate authority.


advertising or any other form of promotional activity for irrelevant purposes are forbidden.


any (application) system connected to the (NHS-wide) networking infrastructure is managed according to the requirements of the (NHS) Top Level Security Policy, and in accordance with all security guidelines by the (NHS) executive�. 


As we see, such Code of Connection requires a uniform and consistent technical connection, as well as management of this connection. But it also establishes a basic common security policy for the connected organisations, which also affects the applications and the end systems, to certain degree. It is rather obvious that violations of this policy could undermine and jeopardise the connection security itself. However, an underlying objective of the network security policy is (apparently) to eliminate the risk  that a security breach at one connected organisation may effectively constitute a back-door which threatens other organisations, in a manner that is outside the scope of the connection-oriented security measures themselves.   


Message security


Security objectives


The message security objective is the secure and trustworthy exchange of an EDI message between a sender (originator) and a receiverpient. 


The message security services are exercised directly by the communicating parties in order to enforce confidentiality, integrity, identification and authentication� (of content or origination), accountability, access control, and non-repudiation of origin and receipt. 


The above security services can be facilitated by a number of mechanisms and techniques, e.g. various encryption schemes based on symmetric or asymmetric encryption.


However, secure, open� EDI messaging (between parties that have no pre-existing mutual trust or agreements) in general requires the support of a security infrastructure, as we will describe in chapter 6.


EDIFACT security


EDIFACT messages are especially important in the context of healthcare communication.


The primary protection needs associated with healthcare EDIFACT messaging are confidentiality, integrity, authenticity (of content and origination) and non-repudiation. The  relevant security techniques are (symmetric and asymmetric) encryption and digital signatures. 


Digital signatures implies the use of one-way hashing functions and asymmetric (public-key) encryption techniques. The use of digital signatures enforce content integrity, authenticity and non-repudiation. 


Content confidentiality is preferably supported by means of so called hybrid encryption techniques. That is, a session key is generated by the sender, by which the message is encrypted though a symmetric encryption algorithm (e.g. DES). The session key is asymmetrically encrypted (by means of the recipients public key) and sent to the recipient along with the (symmetrically) encrypted message. The recipient will use his secret key and decrypt the session key, and subsequently decrypt the message content. 


Three different aspects justifies and encourages the use of hybrid encryption. First, the symmetric encryption technique is far more efficient and less resource-demanding than asymmetric encryption. Second, asymmetric encryption of the session  key facilitates that the same security infrastructure� may be used to support both digital signature and encryption.  And  third, as only the possessor of the private (secret) encryption key (i.e the intended recipient) is able to decrypt the message, the data quality and purpose oriented principles of the EU Directive are pursued to a maximum extent. However, it is required that a single user is equipped with and makes use of two distinct set of key-pairs, one pair for encryption and one pair for digital signatures. Use of the same key-pair for signature and encryption purposes implies a severe risk for disclosure of the secret key, through well-known cryptoanalysis principles. 


With respect to the actual EDIFACT implementation of digital signatures and hybrid encryption, targeted towards EDIFACT messages as well as EDIFACT interchanges, standards and implementation guidelines are currently present and/or emerging (cfr the Appendix to this report). 


End system and application security


Conducting the message flow


Provided the issues of message security and connection security are taken care of, the issue of end system and application security� deals with the legitimate dissemination and flow of information within the community of interconnected healthcare organisations and users. Hence, a principal goal is the secure use of the messaging capabilities and services. Compliance with the principles of the EU Directive with respect to e.g. the purpose of processing, is a key aspect of this. 


This issue cannot be solved solely by means of (technical) access controls Hence, the various actors must be associated by authorisations and accounting mechanisms that frames their legitimate needs for exchange of messages, but without abusing their professional needs. The individual user must also be provided with the means to safeguard documents he has received and are in possession of, according to the relevant principles. 


Thus, there is a need for a common Security Policy that guidelines the proper utilisation of the messaging services, as well as the handling of information in general. This Application Security Policy may be formulated as an add-on to, and integrated with, the Network Security Policy (and the Code of Connection), though it must be made clear that is has another purpose, pursuing principles and objectives related to the application security issue. 


The application security policy must reflect the appropriate legal systems and regulations, but should also incorporate ethical and other self-imposed restrictions that the user community, or parts of it, adhere to. The establishment of Codes of Conduct, with a broader scope than the Codes of Connection, reflecting the ethical and professional norms and standards associated with the healthcare services, should be a key issue.


General application security measures and smart cards 


In order to facilitate the secure use of the messaging capabilities, general application security measures as e.g. access controls, authorisation, authentication and security logging are of course important, however they will not be elaborated here (cfr the Appendix for more details about different standards and technologies).


Being a health care professional in a modern health care environment will imply continuous contact with various clinical, administrative or other information systems, creating a need for seamless authentication to computer systems or door locks, digital signing of electronic messages or documents and encryption of sensitive information. As an effective, user friendly and secure tool to facilitate the required functions "seamlessly" and effectively, health care professional cards (smart cards) are highly relevant. More information on this important topic may be found in [4,5].





�
SECURITY INFRASTRUCTURE


Overview


The need for infrastructural and value adding services introduces the need for Trusted Third Parties and services in the communication scenario. The most common focus on such services isare founded on the request for message security, as defined in the previous chapter. 


A common security infrastructure, materialising in terms of Trusted Third Party (TTP) services, facilitates the healthcare sector's secure use of common, open networks and standards. It will first of all support the implementation of EDI message security. But it will also facilitate end system and application security techniques, e.g. strong authentication and professional authorisations�. It may also facilitate a closer coordination between communicating organisations in terms of security policies (ref. section � HENVIS _Ref377972388 \n �6.4�).





There is however a clear distinction between the following aspects of the infrastructure from the message security point of view (as illustrated in Figure 1 below) :


The basic infrastructur services that enables and facilitates open EDI between a large number of users affiliated to various enterprises, regions or even countries. The handling of unique names, keys, certificates and cards are typical examples of services which are superfluous in a world where only a few parties - previously known to each other -  are able to communicate. However, for large scale open EDI communication to be enabled, the infrastructural security services will be a prerequisite to establish trustworthy health telematics in a large pan-European context. At some points, we will need Trusted Third Parties (TTP) to provide some of these services.


The value adding services that are necessary to enhance the value of the actual message exchange, in order to pursue formal or legal requirements, or to avoid or resolve potential disputes between the communicating parties, associated with the message content or the interpretation of this content. The value added services can support purely (healthcare) business related conventions or agreements, or they can enact regulations given by law or by provisions of the law. Examples of such services, relevant to health care, are registration of health care professionals, issuing of professional certificates, secure storage of documents, document time stamping, claim of origin, pseudonymisation and others.
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Figure 1 : Different aspects of the EDI communication scenario





A common security infrastructure, materialising in terms of Trusted Third Party (TTP) services, facilitates the healthcare sector's secure use of common, open networks and standards. It will first of all support the implementation of EDI message security, but also application security techniques, e.g. strong authentication. It may also facilitate an extension of the capabilities and effects of the Code of Conduct approach.  


From a technical viewpoint, a key issue of the infrastructure is to facilitate the broad utilisation of the potential of asymmetric cryptographic techniques, both in terms of encryption and digital signatures. Note that this security guide does not offer a comprehensive description of the TTP services and their organisation. This guide will merely point out some important aspects and possibilities that hopefully visualise the potential of TTP services in order to pursue the principles of the EU Directive, using the EDI security techniques introduced in chapter 5. A far more comprehensive description is offered by  the TrustHealth1 project [4,5].


Hence, section 6.2 of this security guide presents a selection of key aspects on the basic infrastructure, section 6.3 presents some possible value adding services, while section 6.4 briefly explains how the infrastructure may be used to bridge remotely connected organisations with equivalent or mutually supportive security policies. Finally, section 6.5 briefly presents a possible functional model for TTP services, based on the ongoing work of the TrustHealth 1 project.  


The Basic Infrastructure services


Catalogue services


A large network with many actors will require a common source for of names, addresses, public keys, certificates etc. The different types of information may be managed and secured by different catalogue servers, but still be presented and made available to the users in a simple and uniform manner. 


Naming authority


This service is responsible for the secure definition and management of names and addresses for EDI users, individuals as well as organisations. If the naming authority� is separated and distributed (that is, the naming authority is divided between different domains and not coordinated), translation services may be required on the borders between the domains. It should anyway be possible for an actor (user/organisation) to be given several (EDI) names, corresponding to different roles.   


Key generation and management  


The secure handling of keys - from generation  to certification, distribution and use - is fundamental to the message security issue. In this text, we will not elaborate on the aspects concerning key generation, but emphasise the logical connection between key management and certificate management. 


Management of asymmetric keys for digital signatures and asymmetric (or hybrid) encryption is strongly associated with the management of certificates (containing certified public keys). The (private and public) keys may be generated by the user himself, or by a Certification Authority (CA). If private keys, generated by a TTP, shall be delivered over the network, they have to be protected, e.g. by encryption. Users that wants to generate their own keys, must communicate their public keys to the TTP (in order to establish a Certificate) in a manner that ensures authenticity and integrity (e.g. by the use of  digital signature). 


The two preceding examples illustrates that central aspects of the secure key management issue is a (basic) message security issue by itself, and can be solved by use of the same techniques that are used to facilitate the (basic) message security services. Hence, the management of asymmetric keys may be secured by the means of the basic message security services themselves.


On the other hand, the management of symmetric encryption keys would require unconditional trust vs the key management authority. 


Certificate management and trust hierarchies


Key certificates are used to verify the integrity and authenticity of public keys. The certificate is (digitally) signed by a recognised certificate authority (CA). The credentials of this authority may be established by means of the same techniques, involving the signature of another (higher level) authority. In this manner, a trust hierarchy can be built up, allowing a healthcare telematics network to build up a flexible and convenient internal CA structure, as well co-operating with and utilising common CA services outside the healthcare domain itself. This facilitates the construction of a more distributed and purpose-oriented healthcare TTP-infrastructure, with a more specialised, conditional and manageable need of mutual trust requirements


From the EDI message user point of view, this enables a safe and simple retrieval of the public keys needed, and the certificates may be distributed by means of e.g. X.500 services. These services will also facilitate the CA in order to manage the life-cycle of each certificate, in terms of activation (publication), replacement, deletion and revocation. 


In relation to the EU Directive, the concept of a trust hierarchy, and not at least the possibility of incorporating professional certification and authorisation of healthcare professionals within the same scheme, are powerful tools for involving the different healthcare authorities in pursuing the principles of the Directive.


The Value Adding Service infrastructure


The examples below are aimed at illustrating how the infrastructure may contribute to the avoidance and solution of disputes and disagreements evolving from the exchange of electronic healthcare documents (EDI messages). The examples refer to a situation where such documents will have implications for e.g. medical diagnoses and treatment, research, administration professional integrity, privacy, insurance, legal and evidential issues, economic affairs etc.  


Anonymisation and pseudonymisation 


The objective of this kind of services is to offer anonymity to data subjects (in the sense of the EU Directive) and to health care telematic's users, in order to facilitate a broader and wider use of the information associated with delivery of health care (e.g. in relation to scientific research), as well as providing privacy for users of the network services. Use of these techniques will minimise the risk associated with the actual information flow related to the actual delivery of health care telematic services. 


Anonymisation and pseudonymisation services will generate identifiers that ensures uniqueness, without revealing the real identity of the subject. The possible application of such unique identifiers will cover a wide spectre of  health care delivery services, e.g laboratory services and epidemiological surveys (tracking the health care history of an individual). Note that a pseudonym facilitates the tracking of a  person over time, because the pseudonymisation algorithm always will produce the same pseudonym for a unique person, thus effectively producing an "alias" that can follow a unique person in many different contexts. 


It should however be noted that the provision of such services demands unconditional trust vs the service providers, as knowledge about their internal procedures could lead to disclosure of the real identity of a pseudonym. For a more comprehensive description of the potential benefits from anonymisation and pseudonymisation, cfr ref [5,6]. 


Claim of origination


This service will provide the originator of a document (message) the means to produce evidence that proves he is the originator of the document. The service is very relevant in relation to a possible dispute over which one - out of two or more versions of the same document - is the "original" of the document.


This service is in many respects complementary to the service "non-repudiation of origin" - where "every recipient" in retrospect may persistently insist that the sender is the originator of the document. The claim of origination service on the other hand, can be used by the originator to  ensure that nobody can question or deny his origination of the document in retrospect.


The underlying problem is that "anyone" can assign his digital signature to a publicly known document, as the digital signature in itself does not prove the origination or "copyright". Such an effect will only be possible by use of a TTP, in which the TTP register and store the documents.    


Time stamping


In many situations the time of signature or communication will be essential for the security and validity of transactions. The time stamping can be performed by a TTP that both (or all) parties trust.


Flexible and adaptable Security Policies 


In this section, we will briefly revisit the issues of Connection Security, Application Security (and Security Policies) of chapter 5, to indicate how the security infrastructure may facilitate also these aspects.  


The applicability of Codes of Connection 


As described in chapter 5, Codes of Connection can be used to establish a community of healthcare users and organisations that communicate according to a common Network Security Policy. The Code of Connection may also be used to imply adherence to a common Application Security Policy.


There are two potential problems with such a scheme:


Each organisation must unconditionally rely on the network executive (controller) to ensure that other organisations comply. 


With a large number of organisations connected, it may prove difficult to establish an Application Security Policy, without risking that this policy becomes so reduced or ambiguous, that it gains only a small practical effect.


The security infrastructure may, in several ways, facilitate a way around these problems, and thus contribute to an even higher degree of compliance with the principles of the EU Directive. 


Certified compliance with a Code of Connection


The security infrastructure described above, though primarily focused on message  security, has the potential to solve the first problem described above. That is, the security infrastructure is capable of managing organisational certificates, in the same way as dealing with individual certificates. Such a certificate could  be used by one part to be assure that the other part (the other organisation) is certified to comply with a Code of Connection.


Security Policy Bridging


Furthermore, the certificates could be extended to carry information about the Application Security Policies of the various organisations. Thus, it will be possible to connect a broader range of organisations adhering to the same Network Security Policy, but supporting a variety of Application Security Polices. The security infrastructure could then support the concept of security policy bridging. That is, it will be possible for one organisation to determine whether the other organisation supports the same or an equivalent policy, before EDI communication between the two is enabled. This will facilitate the development of more extensive Application Security Policies, thus providing for a higher level of security in the co-operation and collaboration between healthcare organisations. 


Security Policy Negotiations


Finally, an organisation may also (in the future) be granted by the (telematic network) Controller the capability to enforce a number of different, formally approved application  security policies (or variations of basic policies). Hence, the security infrastructure may also support the concept of  security policy negotiation, which means that two parties determines on a session basis, the security policy to be pursued in relation to the exchange of specific messages.


It should however be noted that the processes of security policy bridging or negotiation does not involve the EDI services directly, but primarily are expected to concerns the message transport mechanism supporting the EDI services. X.400 services is a likely candidate to support these concept, as the X.400 standard contains several security mechanisms� that are able to facilitate these concepts.  


A functional model for TTP services


This section presents an extract from [4], in order to illustrate what a TTP structure may imply.


Overall model


To facilitate the infrastructural and value added security services, it will in most practical circumstances, and certainly in a pan-European context, be required that the security services are provided by parties which are not formally attached to any of the communicating parties, but in some sense are trusted by these parties to fulfil the requested services in a secure and trustworthy manner. 


We will focus on the parts of the trusted third party (TTP) infrastructure which is related to public key certification, i.e. a focus on the basic and infrastructural security services.


A TTP comprises all of the independent organisation which offers and is responsible for a defined TTP service. One girder of such an organisation should be a secure IT and communication system, which as a whole or in parts might be outsourced to another organisation. However, this is not the only or even the most important girder for a TTP to fulfil its basic objective: to offer security services with the necessary degree of (technical and business) functionality and assurance. Its formal or legal position within its service domain might be equally important.


Further, a TTP service structure is not meaningful unless we define a set of roles and describe the objectives and tasks of these roles are an how the various roles interact. Figure 2 below depicts the relevant roles and how the various roles might interact.
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Figure 2 :  TTP roles and possible interaction – detailed model





The relevant TTP roles are: 


User. An individual or organisational entity.


Public key registration authority (PK-RA). An entity which uniquely identifies and registers users applying for the DS services provided.


Professional registration authority (Pr-RA). An entity which registers (and possibly authorises) individuals as health care professionals.


Naming authority (NA). An entity which appoints unique certificate names to users. The naming authority may also handle the naming of health care professional classes (e.g. physician), specialities (e.g., internal medicine) and possibly sub-specialities (e.g., nephrology).


Public key certification authority (PK-CA). An entity which certifies the linkage between the unique certificate name and the users public signature or decryption key by issuing public key certificates digitally signed by the PK-CA. PK-CA is also responsible for the revocation and re-issuing of public key certificates.


Professional certification authority (Pr-CA). An entity which certifies the linkage between  the unique certificate name and the users professional status by issuing professional certificates digitally signed by the Pr-CA. Pr-CA is also responsible for the revocation and re-issuing of professional certificates.


Card issuing system (CIS). An entity which issue signature/decryption chipcards containing (at least) the private keys of the users (card owners).


Local / central key generator (LKG/CKG). An entity either located locally (by the user or PKRA) or centrally (by the PKCA or CIS) which generates the required public key pairs.


Certificate directory (DIR). An entity which provides the public key certificates, professional  certificates, certificate revocation lists and possibly other information about users to other users at request.


Health care oriented model


It is however necessary to emphasise the parts of the TTP infrastructure of which the health care sector particularly needs to influence the functionality and security requirements. To identify these parts, we need to define and distinguish between a few important terms. First of all, we distinguish between confidence and assurance.


Confidence (or trust) is the sum of the expectations and assumptions which service users and others have in relation to the ability of the relevant organisations and technical systems to provide the required services in a manner which is conforming to the relevant security policies and other alleged properties of the TTP service provider, such as functionality, price etc.


Assurance is a property of the technical and/or the organisational systems, which taken together constitute the most important girders of a TTP. This property indicates the degree to which functionality and other technical and organisational aspects are suitable in relation to the TTP's services and the objectives with these services. The property also indicates to what extent the TTP actually is capable of performing its intended or alleged functions. It is possible to say that high assurance provides for high confidence, but not necessarily the other way around.


We also distinguish between functional and unconditional trust:


Functional trust. This kind of trust in a TTP is based on its ability to perform its services and functions suitably and as intended without handling information which is supposed to be private to single users of the services.


Unconditional trust. This kind of trust in a TTP is such that users (have to) trust the TTP to handle (generate, store and/or communicate) information which is private to single users of the services. Further, the users (have to) trust the TTP not to misuse the private information or to handle the information in such a manner that it might be compromised by others. An example of a TTP service that requires unconditional assurance is key generation (of private keys).


The requirements the various health care users would set up for TTP services is of course depending on the security policy in question. However, to narrow down the functional specifications of the TTP services to those relevant for the health care sector to have influence on, a few elements of the relevant security policies in European health care should be emphasised.


The health care sector would certainly have requirements to those TTP roles which health care users have direct contact with. This would be requirements in relation to suitability and usability in addition to security requirements. Examples of relevant issues would be the organisation and functioning of the public key and professional registration authorities and the interaction with directory services.


The close relations between naming schemes of public key and professional certificates foreseen (at least) in some European countries, also gives specific requirements for the organisation and functioning of the naming authority. The same arguments may also imply a need to influence on the certificate formats, particularly on the use of the optional fields in the X.509 v.3 certificate format.


Specific security requirements might further be on the degree of health care users' control over TTP roles which requires unconditional trust, particularly key generation. In some countries this would be required, whereas in others it might be against national security policies – using control over private decryption keys as an example.
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Figure 3 :  TTP roles and possible interaction – health care oriented model





In Figure 3 we have shown the TPP roles and the interactions which we primarily need to influence functionality and security from the health care sector. The other roles - which are less significant for the health care requirements has been dimmed. This does not mean that there are no requirements to these elements. However, the requirements are considered to be general requirements in the overall confidence in the TTP services provided in relation to the specified security policies and other relevant elements.  


�
SUMMARY AND RECOMMENDATION


General


This security guide has demonstrated that the use of Codes of Connection and associated security policies facilitates and enables the construction of regional, logical healthcare networks and healthcare telematics user communities, based on  the utilisation of open, commercial networking services. 


Message security based on digital signature and asymmetric (hybrid) encryption techniques will facilitate a purpose-oriented and accountable exchange of EDI messages, which is a major requisite for the trustworthiness of the healthcare telematics in relation to the EU Directive.  


The message security services require a security infrastructure. It is possible to build a purpose-oriented, distributed structure of Trusted Third Parties (TTP), in which the health care sector takes care of and emphasises its own specific needs and issues, possibly in collaboration with a more general TTP infrastructure. The infrastructure is not limited to key generation and management. Professional certification and authorisation can be supported within the same framework. The healthcare authorities can enact their responsibilities and roles trough this infrastructure, according to important principles of the EU directive.


The potential of the security infrastructure is not limited to the message security issue (in its strictest sense). support of the EDI messages. It can also be used to support the concepts of security policy bridging and negotiation. These concepts allow for a more differentiated, purpose-oriented and precise interaction between different (individual) users and organisations, and will provide for an even stronger compliance to the intentions and principles of the EU Directive. 


Anonymisation and pseudonymisation and other value-added service further minimises the risk of EDI message exchange, and facilitates the secondary use of patient information without violating the principles of the EU Directive.  


Healthcare telematics projects must be organised and managed in a way that contributes to the establishment of legal frameworks and ethical standards, Codes of Conduct that ensures a uniform practice with regard to the use of EDI message exchange and other security measures applied, is a powerful tool that facilitates the involvement of and drawing on the experiences of the medical professions. 


The security of healthcare telematics project should be planned and managed as a whole. The security measures can however be introduced step by step. Codes of Connection, Network Security Policies and message security concepts, incorporating the necessary security infrastructure, are the main building bricks. TheA recommended approachstrategy is to start with the existing infrastructure, and develop it.


All the actors involved in the exchange of electronic medical data, individually as well as their host organisations, must commit themselves to comply with the legal requirements provided for in the European Directive on the "protection of individuals with regard to the processing of personal data and on the free movement of such data".  


Trust and confidence in the concepts and actors must be established by means of a combination of initial (technical and organisational) assurances and periodical security revisions. This impliesmeans that quality assurance principles should be more emphasised than external security evaluations.


Technical issues


From a technical viewpoint, the above recommendations may be interpreted differently, according to the technical solutions and strategies that are in place. The major cases that we want to look at, are these: 


EDI over X.400


EDI over WAN or point-to-point links


EDI over Internet (SMTP).


First of all, note that these cases by no means are mutually exclusive. E.g., X.400  may very well be used over Internet. Also note that we generally recommend that the EDI messages are based on the EDIFACT standard. In order to pursue the principles of the EU Directive to a maximum extent, it is recommended to implement the security features as close the user (application) as possible, e.g.  in terms of digital signatures. From this perspective, the following can be commented on the different alternatives:


The X.400 alternative has several advantages, though it is not necessarily feasible to implement the digital signature or encryption at the X.400 protocol or service level, though such mechanisms are standardised. The X.400 standard facilitates wide interoperability and store-and-forward functionality. X.400 receipt and notification messages can support the overall reliability of the message transport service. X.400 can be used on top of several network standard, also Internet. The X.400 system model as well as the standardised X.400 security services also have a significant potential in relation to the security policy bridging issue.   


The EDI over WAN alternative is also feasible, especially when the essential security services are enforced at the EDIFACT level. In this context, formal (legal) EDI  agreements (possibly incorporating network service providers) and extensive use of CONTRL messages may be necessary.


The EDI over Internet alternative is also feasible. The RFC "MIME-based EDI" describes how the MIME standard, together with popular Internet standards like PGP, can be used to enforce EDI security in terms of digital signatures and encryption. In relation to the context of this security guide, the main problem is that this kind of security will be redundant with the EDIFACT level security. There is however assumed no specific technical problems associated with the combination of  EDIFACT and this RFC.


When it comes to the security infrastructure and TTPs, we will merely state that the X.500 series of recommendations, and especially the X.509 standard, is the preferred choice in relation to catalogue services, e.g. distribution of Certificates. The X.500 solutions that are emerging will feasible both in relation to X.400 and Internet communication services, as well as for user application (EDI applications).


A more comprehensive listing of technical standards is provided in the technical annex to this report.    
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� However slightly modified by the author.


� Note that a security framework of this type, in general is fundamental for the establishment and maintenance of security in a networked environment.


� Cfr section � HENVIS _Ref377979499 \n �4.10�


� Cfr footnote � NOTEHENV _Ref377979579 �3�


� This section is widely based on [2]. 


� This chapter is widely based on [3].


� Except for transit purposes.


� Connecting organisation must certify that a number of security measures are in place, accepting that failure to meet the code may result in disconnection.


� A policy, norm, standard or any other form of (ethical) obligation that implies restrictions and limitations in relation to the processing and protection of information in one's possession.  


�  Not belonging to the intended ("closed") community of healthcare users.


� In the EU Directive terms: the controller of the telematics system.


� Note that the authentication services may also be applied in other circumstances, such as for the authentication of the end user towards his or her workstation.


� In which the identity of the sender and receiver is not prearranged nor predictable.


� As will be presented in chapter 6


� In the CoCo context


� E.g., a certified GP authorisation (that is, the explicit right to prescribe strong drugs) may be needed for a pharmacy to accept an electronic prescription in terms of an EDI message, from a GP office


� E.g. in Denmark, the Danish National Board of health administrates a bank of 11.000 EAN numbers.


� E..g Security Context
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