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Introduction


This Appendix to the CoCo Security Guide presents additional information about relevant technical security measures and related standards. The Appendix is written by *****, however  a selection of topics from the original text is made by the author of the Security Guide 





General Data Security Aspects


The main data security characteristics to be addressed are:


Privacy/Confidentiality, which defines the right of individuals to control or influence what information related to them may be collected and stored and by whom that information may be disclosed (ISO 7498-2)


Integrity, which is the property that data has not been altered or destroyed in an unauthorised manner (ISO 7498-2)


Acounting, being the property that ensures that the actions of an entity may be traced uniquely to the entity (ISO 7498-2)


Authentication, which is:


The identification or authentication of entities (principals)


The authenticity certification of data objects





Where legal background constraints have also to be observed.  Other concerns have to take into account informations lifecycle to cope with issues like handling data replication, modification, etc.  


Computer and Network Security Aspects


Electronic data security is a difficult issue to describe; there are different levels and applicable techniques. In a computer network environment, the most straight-forward  analysis is to follow the OSI layer tower.
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As its own name mentions, the security aspects at this layer are only related to “material” terms. That is: integrity of the cabling and assumption of certain (standard  driven: IEC, NEMA, etc.) electric and magnetic features.


Also, a system is considered to be as safe as its physical access; therefore conventional personal access techniques apply to this level.


Link Layer 


Security at the link layer has two aspects, which are mainly hardware driven:


Medium Access Control (MAC). It handles the access protocols to the media (like CSMA/CD�).


Link Layer Addressing. This is the lowest addressing scheme (usually known as MAC addresses, to be differentiated from upper layer addressing). 





At this point, Ethernet technology introduces an additional layer  called Logical Link Control (LLC), defining an additional service and protocol access point used for multiple simultaneous communication requests. 


This level is the first safety barrier which can be setup by commercial equipment (e.g. Routers/Bridges). It is possible to filter at the MAC address level, although this addresses can be faked.


Network Layer Security


Here, several security aspects can be addressed:


Network Layer Addressing. e.g. Internet Protocol (IP) or Novell IPX; Addresses can be filtered in any flow direction; although their software nature (this addresses are configurable) makes them very unsafe. 


On the other hand, dynamic address assignment over specific equipment and software is a powerful tool to isolate network segments. 


Transport Layer 


At this point, only integrity concerns apply, which can be easily provided by well known industry standards like DoD’s Transport Control Protocol. It is also possible to filter out traffic by layer 4 protocol frame contents, but this is usually done for service protection by firewall techniques.


Session Layer


This layer coordinates session activity between applications, including application level error control, dialog control and remote procedure calls. Realistic security features (other than error control) rely on upper or lower level layers.


Presentation Layer


At this level data representation (and coding) functionalities apply, so many transparent security features can be provided here, such as the Internet popular Secure Sockets Layer. A more deep description� is provided in order to illustrate the organisation of this type of security services. 


The primary goal of the SSL Protocol is to provide privacy and reliability between two communicating applications. The protocol is composed of two layers. At the lowest level, layered on top of some reliable transport protocol (e.g., TCP), is the SSL Record Protocol. The SSL Record Protocol is used for encapsulation of various higher level protocols. One such encapsulated protocol, the SSL Handshake Protocol, allows the server and client to authenticate each other and to negotiate an encryption algorithm and cryptographic keys before the application protocol transmits or receives its first byte of data. One advantage of SSL is that it is application protocol independent. A higher level protocol can layer on top of the SSL Protocol transparently. 


The SSL protocol provides connection security that has three basic properties: 





The connection is private. Encryption is used after an initial handshake to define a secret key. Symmetric cryptography is used for data encryption (e.g., DES, RC4, etc.) 


The peer's identity can be authenticated using asymmetric, or public key, cryptography (e.g., RSA, DSS, etc.). 


The connection is reliable. Message transport includes a message integrity check using a keyed MAC. Secure hash functions (e.g., SHA, MD5, etc.) are used for MAC computations.


Application Level


At this point, application based data protection techniques and user management are applicable. Also, from a networking point of view, many application protocol features can be monitored and analysed. Most encryption techniques apply to this level.


A possible listing of high level security services are authentication, certification, digital signature and encryption. 


Authentication is the ability of one entity to determine the identity of another entity. As part of the X.509 protocol (ISO Authentication framework), certificates are assigned by a trusted Certificate Authority and provide verification of a party's identity and may also supply its public key. Encryption is the use of cryptographic techniques for protecting the access (readability) to data by non authorized entities. Public key cryptography employs two-key ciphers. Messages encrypted with the public key can only be decrypted with the associated private key. Conversely, messages signed with the private key can be verified with the public key. Public keys can be stored in ad-hoc servers. Private key cryptography uses symmetric encryption and a single key. A known risk is the storage of this private key over longer periods of time. Digital signatures utilize public key cryptography and one-way hash functions to produce a signature of the data that can be authenticated, and is difficult to forge or repudiate. 


Security in X.400


Due to the distributed nature of the X.400 MHS, security mechanisms are needed to protect the system. Following is a list of possible risks and their related protection mechanisms, as they are described and covered by the ITU X.400 Message Handling Systems standard:


Access Risks


The access of a invalid user to the MHS is one of the main risks to the security of the system, therefore a strict user access policy is important for safe operation.


Intermessage Risks


The risks between messages come from unauthorized agents, not belonging to the message comunication; they can appear in following terms:


Suplantation: a user without an identity certification of the communicating partner can easily be fooled by an impostor and reveal important information


Message modification: a genuine message that has been modified by an unauthorized agent during transfer can fool the recipient of the message.


Reproduction: Messages, whose originators and and contents are genuine, can be observed by an unauthorized agent. Then the messages can be reproduced and logged and delay the transfer.


Traffic Analysis: Traffic analysis between users can provide information about the existence, frecuency and size of exchanges. 


Intramessage Risks


They have their origination in the real participants in the message communication:


Message Repudiation: One of the participants in the communication can negate the intervention in it. This can have important consequences if the MHS is handling sensitive information.


Security Level Violation: If a management domain inside a MHS uses different security authorisation levels (e.g. public, personal, private or confidential to the organisation), users have to be prevented of sending or receiving messages outside their security level.


Risks for the Data Stores


A MHS has a certain number of data stores that need to be protected against following risks:


Modification of the routing information: An unauthorized modification of the directory contents can produce incorrect routing or even loss of messages; also the unauthorized modification of the deferred delivery store or the store for retained delivery can fool or confuse the recipient.


Advanced delivery: An unauthorized agent may make a copy of a deferred delivery message and send it to the recipient while the MTA holds the original. This may fool or confuse the recipient and/or force him to answer before expected.


Security Model


Security characteristics can be added enhancing the capacity of the MHS components to cover several security mechanisms. 


Two aspects are essential to the security in the handling of messages: access management and administration, and secure messaging,  


Secure Access Management and Administration


At this point, the capacities refer to the establishment of an authenticated association between adyacent components, and the definition of security parameters for this association. This can be applied to any pair of components of the MHS: UA/MTA, MTA/MTA, MS/MTA, etc.


Secure Messaging


Here, the mentioned capacities refer to applying security characteristics to protect the messages in the MHS following a predefined security policy. This includes service elements that allow for the different components to check the origin of the messages and the integritity of their contents, and also to avoid unauthorized revealing of the message contents.


The capacities mentioned at this point cover the usage of the security characteristics for the protection of the messages delivered directly to the message transfer system by a user agent, message store  or access unit. It does not cover the security features needed for the communication between users and MHS or between MH users. These additional capacities are left for further study in the ITU standard document.


Many of the service elements in secure messaging provide originator to recipient features and require the existence of a security capable user agent, but do not require a safe MTS. Also, several service elements imply interaction with the MTS and need  secure MTAs. Some of the service elements are also applied to the MS, as well as the UA and MTA, for example the security tagging of the messages. However, the MS is generally transparent to the security characteristics used by the UA of originator and recipient. The table 2/F.400 (same naming as ITU) shows the secure messaging service elements. They are described according to the MHS component that is the provider and the one that is the user of the security service. P means that the MHS component is a provider of the service, while U means that the component is a user of the service.
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Table 2/F.400 (F.400 Recommendation (08/92) / X.400 (03/93))





Security Features of the MHS


The service elements describing the security features of the MHS are now briefly described; the full definitionscan be found in the annex B of the standard.


Authentication of message origin: Allows the recipient or any MTA through which the message is passing to authenticate the identity of the message originator.


Authentication of report origin: Allows the originator to authenticate the origin of a delivery/non-delivery report.


Authentication of probe origin: Allows any MTA through which a probe is passing to authenticate the origin of the probe.


Proof of delivery: Allows the originator of a message to authenticate the delivered message and its content, as well as the identity of the recipient(s).


Proof of deposit: Allows the originator of a message to authenticate its deposit in the MTS for delivery to the repient(s) previously specified.


Secure access management: Provides authentication between adyacent components and establishes the security context.


Content integrity: Allows the recipient to verify that the content has not been altered. 


Content confidentiality: Keeps the content of the message from being revealed to a party that is not the wanted recipient. 


Message flow confidentiality: Allows the originator of a message to hide the flow of messages through the MHS.


Integrity of message sequence: Allows the originator to provide a proof that the messages have kept the original sequence.  


Non-repudiation of origin: Provides the recipient(s) of a message a proof of the mesagge’s content and origin.


Non-repudiation of deposit: Provides the originator of a message a proof of the message deposit. 


Non-repudiation of receipt: Provides the originator of a message a proof of the message having been received. 


Security tagging of message: Provides a feature that allows a message to be classified indicating its sensitiveness, which determines the message handling following the existing security policy.


Security Management 


The aspects of an asymmetric key management to support the previously mentioned features are provided in the directory authentication framework described in the ITU recommendation X.509(ISO/IEC 9594-8). The directory holds certified copies of public keys of the MH users, which can be used to provide authentication and ease the exchange of keys for their use in data confidentiality and integrity mechanisms. The certificates can be read using the directory access protocol describe in the ITU recommendation X.519 (ISO/IEC 9594-5).


Other management schemes like symmetric encryption are left for further study in the standard. 


Security in X.500


The purpose of the Directory Service can be described as: to facilitate and promote easy communication and acquaintance amongst users on the network by means of providing personal data via the network. The question can be posed if this description is explicit enough. If it is, the next question will be which data, related to the purpose, may be collected.


By definition, a Directory Service has a high degree of accessibility, which makes it difficult to prevent unintended use of data for direct-mail, junk-mail and other forms of unwanted mail. Many potential Directory subjects have expressed fears that they will be inundated with massive sales campaigns, requests for information or abusive messages. 


Establishing and maintaining rules to prevent this can never be fully successful. 


Most implementations of Directory Services do not leave much room for technological barriers against misuse of data. However, a Directory Services application can be implemented in such a way that the resulting entries from one organisation per search or per user is limited to a small number. This will, of course, also affect the legitimate user who tries to find colleagues on the basis of scarce pointers. Nevertheless, in order to prevent the misuse of data, it is recommended to restrict the search possibilities of the Directory Service.


From a generic point of view the admission of sensitive data exceeds the purpose and objective of the directory Service.


As an exception, the ITU recomendation X.509, which is technically aligned with ISO 9594 Part 8 and is part of the family X. 500�521 of recommendations covering Data Communication Networks Directory, defines a framework for the provision by the Directory to its users of services for peer to peer authentication between entities, including the Directory itself.  This framework specifies how authentication information is formed, obtained and used.  Authentication certificates may be held within the directory and are obtained using the Directory Access Protocol defined in X.519.  Both Simple (Password) and Strong (based on asymmetric public key cryptosystems) Authentication are specified.


Other Annexes which are not part of the recommendations are useful in describing security requirements and terms, and public key cryptography.


Security in UN/EDIFACT


Since  EDIFACT deals with data exchange, services must be provided  which protect  the partner relationship and, furthermore,  the assets of each partner.  The decision to use security services is a decision related to the assessment of potential losses or responsabilities which  might occur through the accidental or malicious corruption of  a message.  Message corruption in this context covers changes to   message  content  by  addition,  substitution  or  deletion, disclosure  of  message content and the creation of  unauthorized messages.  Without appropriate security mechanisms to prevent  or detect  message  corruption the EDIFACT user may  be  exposed  to unacceptable  risk.   Clearly, security is an essential  to UN/EDIFACT.


The existing recommendation for UN/EDIFACT message level security, called Recommendations for UN/EDIFACT message level security from the                      UN/EDIFACT Security Joint Working Group, identifies   security   threats  and   proposes   corresponding  solutions.    The   threats  could,  if   exploited   or   left  unaddressed,  lead to losses.  The solutions, for  their  part,  employ established security mechanisms to provide the necessary  protection. It also allows  security  services  to be  implemented  by the partners  themselves,  end  to end, transparent  to  underlying  communications protocols, which may themselves provide security  services.


The recommendadion is  independent of, and transparent to, the  communications  medium used and is  an open standard which supports the use of all existing security  mechanisms  compatible with the  identified  security services.


Additionally, it does not involve changes to individual messages.  Rather, a global  approach is adopted which can be applied to any message irrespective of business application.


In summary, the Recommendation addresses mainly message level security, although some aspects of interchange level security  are addressed in the separate security message AUTACK. Extensions  to integrated  interchange and segment level security,  as  well  as corresponding service messages will be addressed in later phases.


There  are  currently  other related EDIFACT security  documents, which  should be referred to, and which together define  all  the current  aspects and details of EDIFACT security. These documents are:


EDIFACT Security Implementation Guidelines (SIG):  which  defines the practical implementation of various  EDIFACT security  services,  excluding  confidentiality,  to  messages, within the messages themselves.  


AUTACK, a special separate security message, which  defines the principles for applying the various  EDIFACT security  services, excluding confidentiality,  in  a  separate message.


AUTACK Message Implementation Guidelines (MIG)





Confidentiality will require a new message. The proposed message, CIPHER,  has  been  submitted as well. The approach  here  is  to encrypt  the whole message, from the start of the message  header to  the  end of the message trailer, and include that as  a  free filtered  text in the new message and including a confidentiality security header.


Security threats and solutions


This  section describes the generic security threats  to  message transmission,  between the originator(s) of the message  and  the recipient(s).  The general approaches to overcome  these  threats are also covered.


Security threats


The storage and transfer of EDIFACT messages via electronic media and means expose them to a of number threats, which are essentially the same ones that have been described for the X.400 MHS.


Security solutions 


To  counter  the  aforementioned threats  a  number  of  security requirements  have  been identified which  utilize  one  or  more methodologies to meet their objectives.


It is important to be able to identify unambiguously the entities involved  when  messages are secured - the  security  originator, henceforth  called  the sender for simplicity,  who  secures  the message  prior  to  transmission,  and  the  security  recipient, (the  receiver) who  performs  checks  on  the received  message.  These  entities  may  be  identified  in  the security segments. This identification may be performed by  means of  so-called  certificates,  (in fact,  either  the  certificate itself  or  the  certificate  identifier),  explained  below,  if asymmetric algorithms are used.


Typically, the use of a Certification Authority (CA) is  required in  an open system. This is a third party which is trusted by the involved  parties  to a limited degree, namely  to  identify  and register  all  users with their public key. This  information  is conveyed  to other users by means of a certificate,  which  is  a


digital signature issued by the CA on a message which consists of user  identification information and the user's  public  key.  In this  situation,  the  trust is purely functional  and  does  not involve secret or private keys.


Alternatively, if symmetric techniques are used the  identity  of the   parties  involved  would  be  indicated  in  the   security sender/recipient name fields.


A  message  may  be secured by several entities  (e.g. with multiple signatures) and so the security


related  information may be repeated to allow the  identification of several signing or authenticating entities and correspondingly to include several digital signatures or control values.


Again, the  requirements and techniques prescribed for securing  EDIFACT messages are similar to those presented for the X.400 MHS.


Message sequence integrity  


Message  sequence  integrity protects  against  the  duplication, addition, deletion, loss or replay of a message 


To detect lost messages:


The sender can include and the receiver check a message sequence number (related to the message flow between the two parties concerned)


The sender can request and check an acknowledgement.





To detect added or duplicated messages:


The sender can include and the receiver check a message sequence number.


The sender can include and the receiver check a  time stamp.





When sequence numbers are used it must be agreed how these are to be managed.


The  timestamp will normally be produced by the sender's  system. This implies, as in the paper world, that the initial accuracy of the  value  of the timestamp is solely under the control  of  the


sender.


In  order to give full protection, the integrity of timestamp  or sequence  number must be guaranteed by one of the other functions mentioned below.


Message content integrity  


Message  content  integrity protects against the modification  of data.


Protection  can be achieved by the sender by including  with  the message an integrity control value. This value can be computed by using  an  appropriate cryptographic algorithm, such  as  an  MDC


(Modification Detection Code). As this control value in itself is unprotected, additional measures, such as forwarding the  control value  by  a separate channel or calculating a digital signature, to  actually  provide non-repudiation of origin, on  the  control value are necessary. Alternatively, message authentication,  which is  obtained  using  a  MAC, will imply  message  integrity.  The receiver  of the message computes the integrity control value  of the data actually received using the corresponding algorithms and parameters and compares the result with the value received.


In  conclusion,  message content integrity in  EDI  is  typically obtained  as  a  sub-product of message origin authentication  or non-repudiation of origin.


Message origin authentication


Message  origin authentication protects the receiver against  the actual sender of a message claiming to be some other (authorized) entity.


Protection  can  be  achieved by including with  the  transmitted message  an  authentication  value  (for  example,  MAC:  message authentication  code).  The value depends  both  on  the  message content and on a secret key in the possession of the sender.


This  function may include message content integrity and  may  be obtained as a sub-product of non-repudiation of origin.


In  most  cases  it would be desirable to have  at  least  origin authentication.


Non-repudiation of origin


Non-repudiation of origin protects the receiver of a message from the sender's denial of having sent the message.


Protection can be achieved by including a digital signature  with the   transmitted   message   (or   by   using   an   appropriate implementation  of the function described under  message  origin authentication  based on tamper resistant  hardware  or  trusted third  parties). A digital signature is obtained  by  encrypting, with  an asymmetric algorithm and a secret key, the message or  a control value derived from the message (by using a hash function, for example).


The  digital  signature can be verified by using the  public  key which  corresponds  to the secret key used  to  create  it.  This public  key may be included with the interchange agreement signed by  the  parties or be included in a certificate digitally signedby a certification authority. The certificate may be sent as part


of the message.


The digital signature provides not only non-repudiation of origin but also message content integrity and origin authentication. 


Non-repudiation of receipt


Non-repudiation of receipt protects the sender of a message  from the receiver's denial of having received the message.


Protection   can   be  achieved  by  the  receiver   sending   an acknowledgement which includes a digital signature based  on  the data  in the original message. The acknowledgement takes the form of a service message from the receiver to the sender.


Confidentiality of content


Confidentiality  of  content protects  against  the  unauthorized reading, copying or disclosure of message content.


Protection can be assured by encrypting the data.  Encryption may be  performed  by using a symmetric algorithm with a  secret  key shared by the sender and the receiver.


However  the secret key may be transmitted securely by encrypting it under the receiver's public key using an asymmetric algorithm.


Interrelation among security services


As  noted  already,  some  services  by  nature  encompass  other services,  and  it is thus not necessary to additionally  include the  services which are achieved implicitly. For example, the use of the code to indicate non-repudiation of origin implies message content integrity.


The following table summarizes these interrelations:
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Message level security


This section of the recommendation describes the structure of EDIFACT message level security, which addresses all of the above threats. The security services can either be integrated into the message itself or provided by a separate message.


Integrated message security


All services except confidentiality may be provided by the inclusion of generic security header and trailer segment groups after the UNH and before the UNT, in a way which may be applied to any existing message.


Typically, a message security header/trailer pair is required for each security service.


There is a change from earlier recommendations, which however is of tactical nature rather than functional. Indeed, the approach there was to develop security without requiring syntactical changes, but by introducing user directory based security segments in the security header and trailer. Instead, it has now been suggested that these are reformed as new service directory segments, available from March 1994 for trial use. In the longer term, they will be incorporated in the revised EDIFACT syntax.


Security headers and trailers


The receiver of a message needs to be able to identify and check the security attributes associated with the message received.


This implies that the parties involved need to know:


The security services involved;


The mechanisms and parameters used;


The scope of application of the mechanisms.


This information is conveyed in special security segments.


The structure of an interchange containing a secured message is shown in the figure below.


The purpose of the Message Security Header is to specify the security methods applied to the message and to hold theassociated data necessary to carry out the validation calculations. A special segment contains details of the security algorithms, other segments may contain the relevant public key certificates.
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The Message Security Trailer is used to hold the security result corresponding to the security functions specified in the associated Message Security Header. The Message Security Header and Message Security Trailer are repeated for each set of service and originator. This approach allows for maximum flexibility in future work.


The complete branching diagram, as well as a specification of the segments, may be found in EDIFACT security Implementation Guidelines.


Application boundaries of security services


There are two possibilities for the range of a security service:


The computation of each of the integrity and authentication  values and of the digital signatures starts with and includes  the associated Message Security Header and the message body itself, and ends with the last character of the message (just  before the first appearing Message Security Trailer). Thus the order in which security services integrated in this manner (other than confidentiality) are performed, is not prescribed. They are completely independent of each other.


The computation starts with and includes the associated Message Security Header, includes all previously added Security Headers and Trailers, as well as the message body, in the order in which they occur.


For each added security service, any of the two approaches may be chosen.


Separated message security


There are two interchange requirements for this feature, namely


To provide security, except confidentiality, for one or more messages in a single separate message from the sender,  


To provide a secured acknowledgement to the sender for having received the original message(s), without returning them.


These requirements can be met by the secure authentication and acknowledgement message, AUTACK.


The boundaries for AUTACK security differ from those applied to integrated security in that security starts before the UNH and continues up to the end of the UNT for messages, and likewise before the UNB up to the end of UNZ for interchanges. In other words, the security headers are not included.


Separated message security used by sender


This use of the AUTACK allows the sender to provide any security service, except confidentiality, but forwarded in a separate message. Thus the security services may be communicated at a later or more appropriate stage. Additionally they may involve several original messages or interchanges, in contrast to direct integration, which handles one message or interchange at a time.


The principles are identical for the integrated and separated approaches, but the latter requires a unique reference to the original message(s) being secured.


Separated message security used by receiver


This use of the AUTACK addresses the requirement to provide non-repudiation of receipt, as described earlier. For a detailed description of the message, refer to AUTACK itself.


The AUTACK may be used as a secured acknowledgement sent by the receiver of one or more interchanges or one or more messages from one or more interchanges to the sender of this. The criteria and means by which a AUTACK is generated provide the sender of the original message(s) or interchange(s) with secured acknowledgement that it was received by the intended party.


 Principles of usage


The message security header of the secured message or of a AUTACK message may include the following general information:


Identification of the entities involved


Security mechanism identifier


Unique value (sequence number and/or timestamp)


Non-repudiation of receipt request


Use is made of a code to indicate the applied security service.


If more than one security service is required at the same time, then the message security header may be present several times.


This is particularly the case when several pairs of entities are involved. However, if several


services are required between the same two entities they may be included in a single message security header and trailer, as certain services include others implicitly.


Internal representation and filters for compliance with EDIFACT syntax


The use of mathematical algorithms to compute integrity values and digital signatures etc. introduces two problems.


The first problem is that the result of the calculation depends on the internal representation of the character set. Thus the computation of the digital signature by the sender and its verification by the recipient must be executed using the same character set representation. Therefore the sender must indicate the representation used to produce the original security validation result.


The second problem is that the result of the calculation is a seemingly random bitstring. This causes problems during transmission and with interpretation software. To avoid these problems the bitstring is reversibly mapped on to a particular representation of the character set used by means of a filtering


function. For simplicity, only one filtering function should be used for each security service. Any appearance of an anomalous terminator in the output of this mapping is dealt with by including an escape sequence.


�
 Security Specifications


This part of the appendix is based on the work done by EWOS/EG SEC, the EWOS (European Workshop for Open Systems) Expert Group on Security in the context of document EWOS/EGSEC/96/034, ‘EWOS Technical Guide to Application of Security Specifications in Functional Profiling’, editor: A M Colleran (andrew@quercus.co.uk). It describes a number of specifications which can be used in the creation of a security enhanced environment.


The contents of this paragraph thus primarily focusses on ISO standards related to the domain of security.


Taxonomy of Specifications


Organisation of Specifications


The specifications are organised under the headings of:


Architecture


Services


Techniques and Mechanisms


Interfaces


Management


Operations





Architecture specifications cover general architectural and modelling aspects of information systems security.  


Under Services are included those specifications defining how services, such as authentication, supporting security requirements are defined.


The heading of Techniques and Mechanisms includes specifications which can be used to deliver security features, such as encryption.


Specifications defining system and application interfaces are described under the heading of Interfaces.


The heading of Management covers those aspects of managing security, such as handling and processing of passwords and certificates.


Operations covers those specifications which relate to the infrastructure which supports the security of systems. 


Description of Specification


The aspects of a specification, which are described within this Guide, are:


Scope and Purpose


Constraints and Assumptions


Principles of Operation


Description of Options 


Cross References


Background Specifications - Architecture


Published documents which provide a valuable background to security specifications:


Security Architecture ISO 7498-2:1989


OSI Upper Layer Security Model ISO/IEC 10745


OSI Lower Layer Security Guidelines ISO/IEC DTR 13594


Authentication Framework ISO/IEC 10181-2 


Access Control Framework ISO/IEC 10181-3 


Non-Repudiation Framework ISO/IEC 10181-4 


Confidentiality Framework ISO/IEC 10181-5 


Integrity Framework ISO/IEC 10181-6


Security in Open Systems - A Security Framework ECMA TR/46


Data Elements and Service Definitions ECMA-138


These specifications are not described further in this document.


Assurance


The current status of European work on Security Evaluation is represented by the:


IT Security Evaluation Criteria (ITSEC), and


IT Security Evaluation Manual (ITSEM).


These documents are not described further in this document.


Specifications Described in Catalogue


Services


Directory Authentication Framework X.509, ISO/IEC 9594-8:1988


ACSE Authentication ISO 8649 and ISO 8650


Association Context Management - including Security Context Management ECMA 206


Generic Upper Layer Security  ISO/IEC 11586


Techniques and Mechanisms


Digital Signature Scheme ISO/IEC 9796


MD 5 Message Digest Algorithm RFC 1321


Data Integrity Mechanism ISO/IEC 9797


Entity Authentication Asymmetric Techniques ISO/IEC 9798-3


Modes of Operation (64 bits) ISO/IEC 8372


Modes of Operation (n bits) ISO/IEC 10116


Interfaces


Generic Security Services API RFC1508


Management


Password Usage FIPS-PUB-112


Operations


Registration of Cryptographic Algorithms ISO/IEC 9979


Review of Individual Security Specifications


Architecture


None listed.


Services


Directory Authentication Framework X.509, ISO 9594 Part 8


Scope and Purpose


X.509 recommendations are to be found in Volume VIII of the CCITT (now ITU) Blue Book approved by its plenary session every four years.  This section refers to the 1988 recommendations.  X.509 is technically aligned with ISO 9594 Part 8.  It is part of the family X. 500�521 of recommendations covering Data Communication Networks Directory, i.e. a database of the network location of sets of objects (this can be an electronic mail address, for example) in the real world.


X.509 defines a framework (and in ASN.1 in an annex) for the provision by the Directory to its users of services for peer to peer authentication between entities, including the Directory itself.  This framework specifies how authentication information is formed, obtained and used.  Authentication certificates may be held within the directory and are obtained using the Directory Access Protocol defined in X.519.  Both Simple (Password) and Strong (based on asymmetric public key cryptosystems) Authentication are specified.  No particular cryptographic algorithm is mandated but RSA is described in an Informative Annex.


X.509 also specifies the syntax (ASN.1) of a public key certificate, which is necessary when using asymmetric (or public) key cryptographic technology.


Other Annexes which are not part of the recommendations are useful in describing security requirements and terms, and public key cryptography.


Constraints and Assumptions


With respect to strong authentication, it is intended that the framework shall be applicable to any hash function or algorithm.  RSA is identified as a candidate signature algorithm.  The 1988 recommendation “square-mod n” as a hash function is now deprecated.


Principles of Operation


One, two and three way authentication are described.  These establish the identities of the parties, the authentication tokens transmitted or received, their integrity and originality.  Three way avoids the need for timestamping but all include a random number to prevent replay or forgery.


For strong authentication the return certification path must be established.  The public key is obtained from the certification authority.  User certificates, including the distinguished name, a digital signature, lifetime, algorithm identifier and public key, are held within the Directory as attributes.  Once a certification path is known the validity of received certificates can be checked.  The digital signature is formed by enciphering a one-way hash function summary with a secret key.  The basic encoding rules defined in ISO 8825 apply with some restrictions, i.e. distinguished encoding rules only.


Peer entity authentication between a DUA and a DSA or between two DSAs requires that both support the same cryptographic algorithm and hash function.  These may be specified in the security policy of the administrative domain.  Keys may be generated by the authenticating parties, which requires that ability by the DSA or DUA, or obtained from the certification authority or another third party.


Description of Options


Choice of algorithms.


Cross References


Not applicable


ACSE Authentication ISO 8649 and ISO 8650 


ISO 8649/Am1, ISO 8650/Am1, to be replaced by ISO/IEC DIS 8649 & DIS 8650 Edition 2


Scope and Purpose


This optional functional unit within the Association Control Service Element (ACSE) service and protocol is for the one or two way exchange of security data items (e.g. authentication tokens) during establishment of application associations.


The primary purpose of this functional unit is to support peer entity authentication during association establishment.  However, this functional unit may also be used to exchange information in support of other security services including key management information for confidentiality and/or integrity services as well as the information in support of access control.


Constraints and Assumptions


The Authentication Functional Unit of ACSE does not specify the mechanism to be used or the internal structure of any security data items exchanged.


The functional unit itself is limited to the one or two way exchange of security data items although it may be used in conjunction with other protocols (e.g. Generic Upper Layers Security, Security Exchange Service Element - ISO/IEC 11586 parts 2 and 3) to support further exchanges.


Principles of Operation


The Authentication Functional Unit of ACSE supports the two way exchange between peer application processes of an identifier of the authentication mechanism being supported and an authentication value.  This information is carried with other parameters of the ACSE association establishment protocol.


Description of Options


Any authentication mechanism involving a one or two way exchange may be used.


Cross References


Generic Upper Layers Security (GULS) ISO/IEC 11586.


Association Context Management - including Security Context Management ECMA-206


ECMA-206: Association Context Management - including Security Context Management


Scope and Purpose


The ECMA 206 (ACM) standard:


Defines a model for management of the characteristics of associations between applications in a distributed system. The associations can be for interactive (e.g. VT) and non-interactive (e.g. FTAM) applications.


Is a framework to provide achievement of availability, integrity and confidentiality of an association. It does not define how to use specific security mechanism to protect an association.


Defines an Association Context Information Model which is the "language" to manage the characteristics of associations.


Defines Service and Protocol for association context management that meets the requirements for a Secure Association Service as defined in ECMA-138.


Maps association management to a (non-exclusive) set of application layer protocols: ACSE, ROSE, OSI-RPC.


Is security policy independent. (e.g. an association might be either application- or system-initiated.)


Supports associations across multiple domains.


Constraints and Assumptions


ECMA-206 makes use of the ASN.1 notations.


Principles of Operation


Management of ACM is modelled according to the OSI framework (ISO 7498-4). It consists of creation, control and deletion of ACM managed objects and of distribution and collection of information about ACM by a third  party not involved in the abstract associations (e.g. an administrator or a system operator).


This control includes monitoring of certain context attributes, receiving notification about ACM related operations and performing all actions necessary to maintain proper ACM operation.


Management objects in terms of ISO standards are management views of network resources. The objects that ACM deals with are abstract associations. ACM management includes features like monitoring abstract associations or collecting information on specific abstract associations.


Description of Options


ECMA-206 defines a set of service primitives. Some of these are mandatory and some are optional. To the latter belong those primitives required for multiple exchanges and for modifications of an abstract association context.


Cross References and Comparisons


The part of  ISO/IEC 11586 (GULS) that deals with the exchange of security information provides similar functionality to ECMA-206.  The differences can be summarised as follows:


ECMA-206 is not limited to the establishment of a security context. Other kinds of context can be established as well. GULS on the other hand is limited to the establishment of security context.


ECMA-206 makes use of well established ASN.1 notation whereas GULS makes use of the new form of ASN.1 macro notations.


Whereas the scope of GULS is the description of service primitives and information syntax for security association context, ECMA-206 additionally covers management issues like initiation, control and release of association contexts.


ACSE Authentication ISO 8649 and ISO 8650 


Generic Upper Layer Security (GULS) ISO 11586


Scope and Purpose


GULS provides a tool-kit for the development of security protocols within standards. The objective is to facilitate a uniform approach to the provision of security in the Upper Layer functional standards.


Since GULS is primarily a protocol-construction kit, its main impact is on the development of protocol standards rather than the development of functional profiles.


Given the goal of a uniform approach to security in the upper layers, functional profiles should favour the adoption of functional standards which are GULS based.


Constraints and Assumptions


GULS is dependent upon ASN.1 notation features.


Principles of Operation


GULS has two basic components: firstly the exchange of security information (e.g. keys, authentication codes, etc.) and secondly security transformation (e.g. encipherment, etc.).


Description of Options


GULS is a set of tools which can be selected from as required.


Cross References


ACSE Authentication ISO 8649 and ISO 8650 


Association Context Management - including Security Context Management ECMA-206


Authentication and Privilege Attribute Security Application with related key distribution functions ECMA 219


Not included as yet


Directory Authentication Framework X.509 v3


Not included as yet 


Techniques and Mechanisms


Digital Signature Scheme ISO 9796


Scope and Purpose


ISO 9796 defines a scheme for verifying the originator and integrity of a block of data. The standard specifies a digital signature scheme giving message recovery for messages of limited length using a public key system (PKS).


It is primarily designed for the protection of small quantities of data such as cryptographic keys and the results of hashing longer messages.


Constraints and Assumptions


The standard does not mandate the use of a particular PKS or the size of the keys to be used. There is thus room for conformant but incompatible implementations where different algorithms or key sizes are chosen.


The method used for verifying and recovering the message from the signed block of data involves doubling the amount of data to be stored. This makes 9796 inefficient for large quantities of data.


The amount of data to be stored in a single signed message is limited to half of the block size of the PKS that is selected. A PKS that uses 512 bit blocks would thus be limited to signing a message of 1 to 256 bits, i.e. not more than 32 bytes. Any longer message would have to be split into separate, signed blocks.


Principles of Operation


The standard involves padding the message to a byte boundary by adding zero bits to the most significant byte, extending the message to the block size of the PKS by repeating the extended message, adding redundancy by preceding each message byte by a complementary redundant byte defined by a look up table and manipulation of the message to facilitate recovery by indicating the start of the message and number of padding bits added. The final stage is encryption of the message block using the originator’s private key.


Verification is achieved by decryption using the originator’s public key followed by the reversal of the steps above.


Description of Options


The implementor has to select a PKS.


Cross References


Registration of Cryptographic Algorithms ISO/IEC 9979


Message Digest Algorithms: MD 5


Scope and Purpose


MD 5 is a dedicated hash function. Hash functions are functions that compress an input of arbitrary length to a result with a fixed length such that it should be computationally infeasible to deduce the input value from the hash value. Some hash functions use a key, or a seed, others, like MD 5, do not.  They are useful mechanisms for providing irreversible confidentiality protection, integrity protection and data origin authentication.  The most important requirements for hash functions in general are:


hash functions must be one way;


given a hash result it must be hard to find a different input which will give the same hash result.


  


Of course, the requirements depend on the application of the hash function. Hash functions are used in applications for (detection of/violation of) authentication, integrity, non�repudiation and digital signatures.


R. Rivest of RSA Data Security Inc. has designed a series of hash functions that were named MD, for Message Digest, followed by a number. MD 1 is a proprietary algorithm. MD 2 was suggested to be replaced. MD 3 was abandoned for assumed weaknesses. MD 4 is no longer recommended.  MD 5 is currently in use.


Constraints and Assumptions


The environment in which the MD 5 function is performed is assumed to be secure.  The algorithm is in the public domain.


Principles of Operation


MD 5 is an iterative hash function that operates on 32�bit words. The function takes as input a 4�word chaining variable and a 16�word message block and maps this to a new chaining variable. All operations within the function are defined on 32�bit words. The transformation consists of 4 rounds, each round consists of 16 steps. In every step one word of the chaining variables is modified as follows:


A message word and a non�linear function of the other three variables is added; the result is rotated over a variable number of positions. 


The complete description specifies a padding rule and an initial value.


MD 5 has a multiplexer function in the first and second round.


The algorithm is clearly software oriented.


Cross References


MD 5: RFC 1321


Data Integrity Mechanism ISO/IEC 9797:1994


Scope and Purpose


The purpose of a data integrity mechanism is to enable detection of any modification of data, for example the deletion, addition or reordering of parts of the data content.  The mechanism described in this standard uses a block cipher algorithm to calculate a Message Authentication Code (MAC) for the given data.  The standard does not include any specification about how the text to be authenticated is to be represented.


Constraints and Assumptions


The particular algorithm and keys  to be used and other implementation factors which will influence the effectiveness of the mechanism are outside the scope of this generic standard.


Principles of Operation


The standard describes the process of calculating the MAC in Cipher Block Chaining (CBC) mode: the initialisation value is zero and the output of enciphering each block in succession is input to the encipherment of the next block until the MAC is produced after encipherment of the last block.  The length of the MAC cannot exceed the block length of the algorithm.  All the data is used in arriving at the MAC.


One of two specified padding options must be chosen in the generation of a MAC.  One of them enables the detection of the addition or deletion of trailing zeros and is, therefore, recommended when the verifier of the data does not know its length.


In a normative annex, the standard specifies two options which can enhance the security of the MAC with respect to exhaustive key search and/or chosen plaintext attacks.  These options apply to the output of the encipherment of the last block.


An informative annex contains examples of combinations of padding methods and optional processes.


Cross References


Modes of Operation (n bits) ISO/IEC 10116:1991


Entity Authentication Asymmetric Techniques ISO/IEC 9798-3:1993


Scope and Purpose


The purpose of entity authentication is to corroborate that an entity is what it claims to be.  Part 3 of ISO/IEC 9798 specifies entity authentication mechanisms using a public key algorithm and a digital signature for the verification of the identity of an entity.  The standard does not mandate a particular algorithm: any algorithm which satisfies the requirements of the specified authentication mechanism may be used.


Constraints and Assumptions


Entity authentication mechanisms based on  public key algorithms work by the entity showing that it knows its secret key used in digitally signing specific data.  The verifier uses the entity’s public key to verify the signature.  The validity and authenticity of the public key are therefore most important; how such a key is securely obtained is outside the scope of this standard.  The public key could be obtained using a certificate distributed by a trusted third party or by some other means mutually agreed by the entity and the verifier.


Principles of Operation


The standard describes mechanisms for both unilateral and mutual authentication.  In unilateral authentication, only one of the two entities is authenticated; in mutual authentication, both entities are authenticated.


For unilateral authentication, two mechanisms — one pass and two pass authentication — are described; for mutual authentication, three mechanisms — two pass, three pass and two pass parallel — are described.


Messages containing a signed and an unsigned part are sent between the two entities, claimant and verifier. The messages contain time variant parameters such as timestamps, sequence numbers and random numbers in order to ensure uniqueness and timeliness of the messages and, in particular, to prevent valid authentication information from being accepted at a later time.  An informative annex describes the properties of these values.  Different time variant parameters may be more suitable to particular implementation requirements.


A further informative annex describes the use of text fields in the messages.  These fields could be used for key distribution.


Cross References


Not applicable


Modes of Operation (64 bits) ISO/IEC 8372:1987 and Modes of Operation (n bits) ISO/IEC 10116:1991


Scope and Purpose


These standards specify four modes of operation for, in the case of ISO/IEC 8372, a 64-bit block cipher algorithm and, in the case of ISO/IEC 10116, a n-bit block cipher algorithm.  The modes are:


Electronic Codebook (ECB)


Cipher Block Chaining (CBC)


Cipher Feedback (CFB).


Output Feedback (OFB)


Constraints and Assumptions


The input data may need padding for some modes; padding techniques are not within he scope of this standard.


Principles of Operation


Block cipher algorithms operate on fixed size blocks of data, although messages which are to be enciphered can be of any size.  The four modes of operation for block cipher algorithms, which cover most requirements for encipherment are:


Electronic Codebook (ECB) — a straightforward block encryption method; for a given block of plaintext and a given key, the same block of ciphertext is produced.


Cipher Block Chaining (CBC) — an enhancement of ECB that chains together blocks of ciphertext.  In the CBC mode in addition to the block to be enciphered and the key, the output of the previous encipherment is also used as input.  This chaining means that each ciphertext block is dependent on all the previous plaintext blocks.  An effect of this mode is that repeated patterns of data can be hidden.


Cipher Feedback (CFB) — uses previously generated ciphertext as input to generate pseudo-random output, which is combined with plaintext to produce ciphertext.  Messages are processed character by character.


Output Feedback (OFB) — this is similar to CFB, but there is no chaining.  Instead of the ciphertext being used as input, the block cipher algorithm is used to generate a pseudo-random number as input.


Cross References


ANSI X3.92 (Data Encryption Algorithm), FIPS Publication 46-1 (Data Encryption Standard).  The ANSI reference defining DES algorithm is referred to within ISO/IEC 8372..


ANSI X3.106 (DEA Modes of Operation) and FIPS Publication 81 (DES Modes of Operation) describe modes of operation which are specific cases of the modes specified in ISO/IEC 8372.


Hash-functions ISO/IEC 10118


Not described as yet


Key management ISO/IEC DIS 11770


Not described as yet


Interfaces


Generic Security Service Application Program Interface RFC 1508


Scope and Purpose


The Generic Security Service Application Program Interface (GSS-API) defines authentication services in a generic fashion. RFC 1508 defines GSS-API services and primitives at a level which is independent of particular language environments and underlying security mechanisms. Its aim is to facilitate source level portability of applications across environments which use different mechanisms to provide security services. Examples show how the GSS-API could be implemented in conjunction with Kerberos and X.509.


Support for the GSS-API is important where secure interoperability is required between systems which implement security services using different sets of underlying security mechanisms.


X/Open is working on extensions to the GSS-API to include access control.


Constraints and Assumptions


The caller of the GSS-API is responsible for transporting GSS-API data elements, parsing communicated messages and separating out GSS-API data from caller provided data.


The GSS-API is independent of underlying mechanisms. GSS-API bindings must be defined for all the different languages and sets of security mechanisms used within a community of communicating peers. 


Principles of Operation


The GSS-API may be invoked by communication programs where there is a requirement to protect peer to peer communications with authentication, integrity and/or confidentiality security services. Secure communications using the GSS-API involves acquiring credentials, establishing a security context, exchanging messages and then releasing the security context.


The first step in using the GSS-API is the establishment of a set of credentials. The GSS_Acquire_cred call takes as parameters a name, a lifetime in seconds, a set of mechanism identifiers and a flag which determines the type of usage for a set of credentials. The set of mechanisms uses universal object identifiers to identify those mechanisms supported locally. The type of usage may make it possible to use the credentials for initiation of a security context, acceptance of a security context or both.  The initiator of a security context may request services including delegation of access rights, mutual authentication, replay detection, enforcement of sequencing and the desired lifetime of the context in seconds.  The GSS-API server examines its own credentials and those of the client and determines whether the requested services can be satisfied using a shared set of security mechanisms. It returns information on availability of services requested using the flags above and also two flags indicating the availability of confidentiality and integrity services.


Services provided on a per message basis include origin authentication and message integrity along with optional confidentiality. 


Description of Options 


The GSS-API has to be bound to the underlying mechanisms supported by a particular system.  Reference to GSS-API calls should be supported by reference to availability of appropriate bindings.


Cross References


X/Open Guide - Distributed Security Framework (also distributed by IEEE).


POSIX Security Interfaces P1003.6


Management


Password Usage for Authentication 


Scope and Purpose


A password is a sequence of characters, that can be used for several authentication purposes. The authentication could be of a user or of a process.  The password(s) is/are used to grant or deny access to private or shared data; the data being information files, groups of files, directories or programs. 


Constraints and Assumptions


Principles of Operation


Depending on the risk assessment and the nature of the information to be protected, and the policies and procedures in force for the specific environment, the following general rules should be applied as required:


(possible) control over the use of passwords by an assigned Security Official;


avoid simplicity of the composition of password(s);


passwords should be protected during transport and in their storage areas.





The distribution of (initial) passwords has to meet the following security requirements:


each password should be protected at least as strongly as the data it protects;


to ensure confidentiality protection, the password source and/or the password area of the central system should be secure, specifically against intrusion, and it should minimally be protected by a specific password sequence and, possibly, by encryption or hashing functions.





After initial distribution of password(s) under supervision of a Security Official, the “owner” of the password(s) is responsible for eventual disclosure, possibly enforced by the signing of a mission statement.  Preferably, the transmission of passwords between the place of entry and the central system should be confidentially protected.


The number of attempts to enter a password should be limited, preferably with an increase of lock�out time and a total lock�out after a (limited) number of retries.  If lockout occurs, the user can only gain access to his/her legal data with the assistance of the assigned Security Official.


Password(s) should be checked every time a claim of identity is made by the user, when applicable. 


If the organisation has a Security Official, he should communicate the initial password(s) in a safe way and enforce that the user either changes the initial password(s) immediately or, in the case of “pre�determined” password(s), that an initial session is initiated by the user.  Audit Records, containing the date and time of password changes and the identifier, associated with the passwords should be available to the Security Official; however, normally, without the content of the passwords.


Cross References


FIPS�PUB�112: FIPS from NIST; Password Usage, 1985


CSC-STD-002-85; DoD Password Management Guidelines (Technical Report), 1985


Operations


Registration of Cryptographic Algorithms ISO/IEC 9979:1991


Scope and Purpose


This standard specifies the procedures for registering cryptographic algorithms and the form of register entries.  The ISO Register of cryptographic algorithms is a repository for identifying cryptographic algorithms by an unique name and also holds other information in its entries.  The main purpose of the register is to enable entities to identify and negotiate an agreed cryptographic algorithm.


Constraints and Assumptions


Principles of Operation


The standard describes the role of the Registration Authority and its responsibility for the maintenance of the ISO Register and for publishing Register entries.


The standard defines three categories of cryptographic algorithms for registration:


algorithms where the complete description of the process is included in the registration entry


algorithms described in an ISO document or a document maintained by a member of ISO or an organisation with a liaison status. 


algorithms not fully defined or not defined at all.


Refer to section 5 for details about obtaining the current contents of the register. 


Cross References


Not applicable





� CSMA/CD: Carrier Sense, Multiple Access with Collision Detect


� Source: http://home.netscape.com/eng/ssl3/3-SPEC.HTM#2
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